
BP 6163.6
Students

ACCEPTABLE USE POLICY

Policy Statements

User Responsibilities
 
1. Users must only use approved technology and services. 

2. All San Diego Unified School District assets are on loan to users so that essential 
job or school functions may be performed. 

3. Upon separation from San Diego Unified School District or contract termination, 
all supplied IT assets and the associated data must be returned by the user. 

4. Users must secure the physical environment around their workstation and lock 
their computers when stepping away. 

5. Users must ensure that Personally Identifiable Information (PII), confidential, and 
any sensitive data that may be covered by government or other regulation is not 
readily available or accessible on their desks or within their workspace.

6. All users must take appropriate care to protect information, systems and related 
assets within their custody or care from loss, damage, or harm.  Lost or damaged 
equipment must be reported to IT as soon as practical.

7. Users must store their passwords in a secure manner. Approved password 
managers may be used to store passwords digitally.  

8. Users-assigned accounts must only access assets, operating systems, 
applications, files, and data to which they have been explicitly granted access. 
The inadvertently granted ability to read, execute, modify, delete, or copy data 
does not imply permission to do so. 

9. Only authorized users are permitted to post content or create the impression that 
they are representing, stating opinions, or otherwise making statements on 
behalf of the San Diego Unified School District or any schools in the district on 
social networking sites, blogs, or other internet sites.

10. Users must keep knowledge about information and information systems gained 
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during employment confidential and confidentiality must be maintained after 
employment ceases.

11. Users must acknowledge agreement to comply with this policy. The IT 
Department will maintain documentation of the acknowledgement.

Prohibited Use
 
1. Only approved and authorized devices may be connected to networks owned or 

managed by the San Diego Unified School District. This includes portable 
end-user devices, removable devices (e.g., USB sticks) and personally-owned 
devices.

2. Users must not share their passwords with others or allow the use of their 
account by others. Users are responsible for all activity originating from their 
usernames and accounts.

3. Users must not circumvent user authentication mechanisms or the security of 
any user account or information system asset.

4. Users must not install software, hardware, or modify system configuration 
settings on any San Diego Unified School District asset, unless explicitly 
permitted by the user’s role and responsibility.

5. Users must not engage in any activity with the intent to disrupt San Diego Unified 
School District assets or networks.Users must not perform any form of network 
monitoring, port scanning or security scanning unless this activity is a part of the 
individual's normal job and is formally authorized by ITD Management.

6. Users must not leverage San Diego Unified School District assets for personal 
economic gain.

7. Users must not add hardware to San Diego Unified School District equipment 
unless approved by IT management

8. Users shall not use San Diego Unified School District equipment for 
inappropriate activities.
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Expectations of Privacy
 
1. When using San Diego Unified School District resources, the user shall have no 

expectation of privacy. Access and use of the Internet, including communication 
by e-mail and instant messaging and the content thereof, are not confidential, 
except in certain limited cases recognized by law.

2. The San Diego Unified School District reserves the right to monitor, access, and 
disclose all information generated and actions performed using district IT assets. 
Files, messages (including attachments), and logs may be retained and used as 
evidence in litigation, audits, and investigations.

Personal Use

1. Users are permitted limited personal use of San Diego Unified School District 
assets, such as visiting websites and checking personal email accounts.Users 
may access web-based personal password managers on San Diego Unified 
School District assets. Local installation of a password manager must be 
approved by IT. 

2. Users must not use San Diego Unified School District  license keys on personal 
devices unless authorized by the district.

3. San Diego Unified School District data must not be stored on non-district, 
personal cloud provider platforms (e.g., Google Drive, Microsoft OneDrive, 
Dropbox). 

Reporting Violations
 
1. Users who are aware of any event which threatens the availability, integrity or 

confidentiality of San Diego Unified School District data, or which breaches any 
standard, policy, procedure, or any associated requirement, or is contrary to law, 
must immediately contact IT or their immediate manager.

Remote Work
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1. All San Diego Unified School District  work must be performed on 
district-approved assets. 

2. All San Diego Unified School District data must be stored on approved 
district-approved assets. 

3. Users must not bypass security warnings unless explicitly instructed by the IT 
Department. 

4. Users must be aware of their surroundings when working remotely to ensure 
others are not shoulder surfing or viewing sensitive material. 

Bring Your Own Device
 
San Diego Unified School District data must not be stored on personal devices without 
approval from IT management.

Compliance

Compliance Measurement

The Information Security team will verify compliance to this policy through various
methods, including but not limited to business tool reports, internal and external audits, 
and feedback to IT management.

Exceptions

Any exception to the policy must be approved by IT management in advance.

Distribution

This policy is to be distributed to all San Diego Unified School District employees and 
students.

Appendix A: Acronyms and Abbreviations

IT Information Technology
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POI Person of Interest

PII Personally Identifiable Information

SDUSD San Diego Unified School District

Appendix B: Glossary

SDUSD employees All W-2 employees, POIs and contractors.

Cloud environment An offsite virtual environment that provides convenient, 
on-demand network access to a shared pool of configurable 
resources such as network, computing, storage, applications, 
and services. There are five essential characteristics to a cloud 
environment: on-demand self-service, broad network access, 
resource pooling, rapid elasticity, and measured service. Some 
services offered through cloud environments include Software as 
a Service (SaaS), Platform as a Service (PaaS), and 
Infrastructure as a Service (IaaS).

Asset Anything that has value to an organization, including, but not 
limited to, another organization, person, computing device (e.g., 
computers, laptops, tablets, cellphones, MFA tokens), information 
technology (IT) system, IT network, IT circuit, software (both an 
installed instance and a physical instance), virtual computing 
platform (common in cloud and virtualized computing), and 
related hardware (e.g., locks, cabinets, keyboards).

SDUSD assets Assets owned by SDUSD.

Portable end-user 
devices

Movable end-user devices that have the capability to wirelessly 
connect to a network. For the purpose of this document, portable 
end-user devices can include laptops and mobile devices such 
as smartphones and tablets, all of which are a subset of SDUSD 
assets.

Person of Interest Non W-2 employees that require accounts to access SDUSD 
assets such as volunteers and contractors.
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PII Personally identifiable information (PII) includes information that 
can be used to distinguish or trace an individual's identity either 
directly or indirectly through linkages with other information.

Virtual Environment Simulates hardware to allow a software environment to run 
without the need to use a lot of actual hardware. Virtual 
environments are used to make a small number of resources act 
as many with plenty of processing, memory, storage, and network 
capacity. Virtualization is a fundamental technology that allows 
cloud computing to work.

User Students and Employees (both on-site and remote), third-party 
vendors, contractors, service providers, consultants, or any other 
user that operates an SDUSD asset.

Appendix C: References and Resources

Policy Reference Disclaimer: These references are not intended to be part of the policy 
itself, nor do they indicate the basis or authority for the board to enact this policy. 
Instead, they are provided as additional resources for those interested in the subject 
matter of the policy. 

State Description
Ed. Code 49073.6 Student records; social media
Ed. Code 51006 Computer education and resources
Ed. Code 51007 Programs to strengthen technological skills
Ed. Code 60044 Prohibited instructional materials
Pen. Code 313 Harmful matter
Pen. Code 502 Computer crimes; remedies
Pen. Code 632 Eavesdropping on or recording confidential 

communications
Pen. Code 653.2 Electronic communication devices; threats to safety
Federal Description
15 USC 6501-6506 Children's Online Privacy Protection Act
16 CFR 312.1-312.12 Children's Online Privacy Protection Act
20 USC 7101-7122 Student Support and Academic Enrichment Grants
20 USC 7131 Internet Safety
47 CFR 54.520 Internet safety policy and technology protection 

measures; E-rate discounts
47 USC 254 Universal service discounts (E-rate)
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Management Resources Description
Court Decision New Jersey v. T.L.O. (1985) 469 U.S. 325
CSBA Publication Cyberbullying:  Policy Considerations for Boards, Policy 

Brief, July 2007
Federal Trade Commission 
Publication

How to Protect Kids' Privacy Online:  A Guide for 
Teachers, December 2000

Website CSBA District and County Office of Education Legal 
Services

Website California Coalition for Children's Internet Safety
Website Center for Safe and Responsible Internet Use
Website Federal Trade Commission, Children's Online Privacy 

Protection
Website American Library Association
Website Federal Communications Commission
Website California Department of Education
Website U.S. Department of Education
Website CSBA

Cross References
 
Number     Description
3581.14     Information Security
3589.1        IOT Device
3911           Service Provider Management
3912           Network Infrastructure Management and Monitoring
3913 Acceptable Encryption Policy
3914           Communications and Equipment
3915           Data Recovery
3916           Wireless Communication
3917           Technology Equipment Disposal
3918           Software Installation
3919           Server Security
3920           Security Awareness
3921           Router and Switch Security
3922           Information Logging Standard
3923           End User Encryption Key Protection
3924           Emergency and Disaster Response Planning
3925           Digital Signature Acceptance
3926           Database Credentials
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https://legalservices.csba.org/
https://legalservices.csba.org/
http://www.cybersafety.ca.gov
https://www.ewa.org/organization/center-safe-and-responsible-internet-use
http://www.ftc.gov/privacy/privacyinitiatives/childrens.html
http://www.ftc.gov/privacy/privacyinitiatives/childrens.html
http://www.ala.org
http://www.fcc.gov
http://www.cde.ca.gov
http://www.ed.gov
http://www.csba.org
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3927           Application Software Security
3928           Risk Assessment and Acceptance
3929           Malware Defense
3930           Cyber Security Incident Management
3931           Internet Usage
3932           Data Management
3933           Account and Credential Management
3934           Secure Configuration of Assets and Software
3935           Asset Management
3936           Web Security
3937           Vulnerability Management
3938           Removable Media
3939           Remote Access
3940           Cyber Security Data Breach
3941           Clean Desk
3942           Audit Log Management
4040           Employee Use of Technology
6163.4        Student Use of Technology
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