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EMPLOYEE USE OF TECHNOLOGY POLICY

Policy Statements

Access to Technology Equipment and Services

1. Access to technology is provided to facilitate the instructional and administrative 
tasks performed by district employees.

2. Access provided will be determined based on each employee’s job functions.

3. Computer files and communications stored or sent over electronic networks, 
including e-mail, voice mail and Internet access, are not private, and may be 
monitored and viewed by the District at any time without prior notice.

Acceptable Use

1. All computer or network resources are to be used in a responsible, efficient, 
ethical, and legal manner in support of education, business and/or research and 
within the educational program and goals of the District.

2. The use of electronic information resources is a privilege and can be revoked.

3. Each user is personally responsible for this provision at all times when using 
electronic information services.

4. The Superintendent, principal, or their designees may set more restrictive 
guidelines for employees in their area of responsibility.

5. All electronic information resources may be used in the pursuit of educational 
activities including but not limited to reaching parents, students, teachers, and 
others.

6. All electronic information resources are prohibited to use in illegal or unethical 
purposes.

7. San Diego Unified School District may filter internet content it deems illegal, 
defamatory, inaccurate or potentially offensive to some people.

8. Employees shall report any unacceptable materials or inappropriate use to the 
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site administrator or supervisor immediately, so that access to the sites can be 
blocked in the future.

9. If there is any doubt as to the appropriate use of a district-provided electronic 
system, the employee should review the use with their supervisor and/or a 
member of the Information Technology Department.

10. Proper Use and Care

a. Before operating any equipment, users will be made familiar with the 
basics of safety and damage prevention, and trained on proper care and 
operation.

b. Users will be individually assessed to determine their technical 
capabilities, and will be properly trained and supported by the Information 
Technology Department, as systems are issued for their use.

c. Users may be required to share systems as part-time users.

d. Security software is used to protect essential system configurations, 
requiring each user to log-on individually, and enabling only the services 
for which the user is authorized.

e. Equipment abuses are unacceptable whether out of frustration, misuse, 
negligence or carelessness.

f. Users are responsible for damage to or loss of San Diego Unified School 
District equipment. 

g. San Diego Unified School District vandalism policies apply, making users 
liable for intentionally inflicted damage.

h. Employees, students, parents, family members, or friends should not 
attempt repairs on any San Diego Unified School District equipment 
without authorization or support from designated district or school site 
personnel.

i. Employees who are personally-assigned portable technology devices 
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such as laptops, cellular phones, personal digital assistants, etc., shall 
return those devices to the district upon demand and shall be liable for any 
costs to repair or replace equipment that is lost or damaged beyond 
reasonable wear and tear.

j. Users shall not install or modify applications without approval of the IT 
Department.

k. Any unauthorized changes to systems, operating software, application 
software, or hardware configurations shall be uninstalled when discovered 
by the IT department.

l. Peer-to-peer file-sharing software cannot be installed or used on district 
computers for the purpose of illegally sharing copyrighted materials such 
as music, images and software.

m. Non-licensed or unapproved software will be deleted.

n. Users should not attach computers, printers, network equipment (including 
wireless access points), web cameras, or other types of hardware to the 
district's network or telephone systems without prior approval and support 
of the IT Department.

o. Any equipment found to be in violation of this policy will be immediately 
disconnected.

Personal Responsibility

1. All technology equipment is San Diego Unified School District property and is 
provided for instructional or administrative use only.

2. Personal use is limited in the same manner as other similar district property – 
telephones, copiers, postage, office supplies and instructional materials.

3. Supervisors will provide guidance as to the appropriate level of personal use.

4. The same guidelines that currently apply to magazines, books, videos, or other 
materials apply equally to Internet use.
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5. Board policies on sexual harassment, civility, and commercial activity apply to all 
technology or electronic activities.

6. The conduct of personal business, including buying and selling products or 
promoting services, using San Diego Unified School District resources is not 
allowed.

7. San Diego Unified School District electronic resources cannot be used to conduct 
political or religious activities.

8. San Diego Unified School District email cannot be used to advertise or solicit for 
non-district sponsored events.

9. All materials published on the public Internet site and the local Intranet site must 
follow the same Board Policies and Education Code Sections that apply to 
printed material. These policies include restrictions on the content, nature, 
purpose, and volume of information to be published.

10. Intranet pages are provided for San Diego Unified School District employees 
only.

11. Any information to be posted on the public website or local Intranet site must 
meet the San Diego Unified School District Web Security policy.

12. Restrictions apply to links to other sites that may not be appropriate and to 
personal information or pictures of students without parental consent.

13. Specific website guidelines are established and available through the Information 
Technology Department.

14. Do not store personal files or applications on district media.

Security and Passwords

1. Security on any computer system is a high priority.

2. Any breach of security compromises the integrity of our student records, 
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curriculum, attendance accounting, business records, confidential data, and 
communications.

3. Each user shall be issued unique User IDs and passwords to enable their 
access.

4. All users are informed and understand that the district maintains the right to 
access, at any time, without advance notice or consent, all applications and files 
of the district-provided computer and electronic systems despite the individual 
user IDs and passwords.

5. Prohibited activity:

a. Users shall not write down a password where others can see it.

b. Users shall change passwords regularly in accordance with the San Diego 
Unified School District Account and Credential Management Policy.

c. Users shall not demonstrate a security problem to anyone other than IT 
department security staff.

d. Users shall not use another individual’s account. All use of the system 
must be under your own account.

e. Users shall not bypass filters or firewalls, use proxy servers, gain access 
to sites or networks without authorization, or otherwise attempt to defeat 
network security protocols.

6. Employees must not permit any student to use their user ID at any time.

7. Any user identified as a security risk may have their computer access revoked or 
restricted.

Social Media

1. In order to meet the growing needs of our 21st century learners, San Diego 
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Unified School District recognizes the need to incorporate into the educational 
environment Social Media that has an instructional or educational purpose or the 
purpose of communicating relevant information about school related activities.

2. Social Media is a term that describes web-based and mobile technology 
communication tools with a focus on interactivity, user participation and 
information sharing in multiple ways.

3. This policy is not limited to these specific sites, but applies to all Social Media.

4. Staff members are encouraged to incorporate the use of Social Media into 
curriculum and district programs to enhance instruction, engage students in 
learning, model the appropriate and responsible use of Social Media, and inform 
students about school-related activities.

5. Staff member use of Social Media in the educational environment including, but 
not limited to, use associated with curriculum, sports teams, extra-curricular 
organizations and activities, clubs, or any other district-related programs or 
business, is subject to the following rules and guidelines.

6. Staff members are responsible for monitoring student use of Social Media that 
has been incorporated into curriculum in order to promote and evaluate the 
instructional or educational purpose and ensure compliance with the district’s 
Social Media Policy for Students.

7. When using Social Media within the educational environment, students and staff 
members must identify themselves by their full legal or preferred names and 
district titles.

8. All content associated with staff use of Social Media within the educational 
environment must be consistent with the district’s goals and professional 
standards. Social media use must not interfere with the educational environment 
for students, or with job duties or responsibilities of staff members.

9. Staff members should not communicate with current district students through 
Social Media sites which are personal to staff members or students, do not have 
an instructional or educational purpose, and / or do not communicate relevant 
information about school-related activities.
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10. Staff members should be mindful about maintaining appropriate professional 
boundaries with students, and students with staff. Communications through 
Social Media are not private.

11. Consequently, staff and students must ensure they are not sharing confidential 
information concerning district staff, students, or families.

12. Social Media may not be used to publish student information including, but not 
limited to, names, assignments, grades, attendance data, photographs, videos, 
or other likenesses, without permission of the student’s parent or guardian. 
Students and staff members are responsible for their Social Media use and may 
be subject to liability if such use is found defamatory, harassing, discriminatory, 
threatening, or in violation of any applicable law, policy, or regulation.

13. Student and staff use of Social Media within the educational environment is an 
opportunity and not a right.

14. As such, staff use of Social Media shall be contingent upon the district’s 
Employee Acceptable Use Policy

15. San Diego Unified School District may block any site which does not support 
enforced safe search.

Employee Acknowledgement

1. All San Diego Unified School District employees who have access to district 
technology will be required to annually acknowledge that they have received this 
administrative regulation, read it and accept the guidelines.

Bring Your Own Device (BYOD)

San Diego Unified School District grants its employees the privilege of purchasing and 
using smartphones and tablets of their choosing at work for their convenience. The 
district reserves the right to revoke this privilege if users do not abide by the policies and 
procedures outlined below.

Acceptable Use
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1. San Diego Unified School District defines acceptable business use as activities 
that directly or indirectly support the district.  

2. San Diego Unified School District defines acceptable personal use on company 
time as reasonable and limited personal communication or recreation, such as 
reading or game playing.

3. Employees are blocked from accessing certain websites during work hours/while 
connected to the San Diego Unified School District network. 

4. Devices’ camera and/or video capabilities may be disabled while using the 
San Diego Unified School District network. 

5. Devices may not be used at any time to:

a. Store or transmit illicit materials.

b. Store or transmit proprietary information belonging to another 
organization.

c. Harass others.

d. Engage in outside business activities.

6. Employees may use their mobile device to access the following San Diego 
Unified School District resources:

a. Email.

b. Calendars.

c. PeopleSoft to access the user’s own data.

d. Systems that do not contain confidential data, highly confidential data and 
PII.

7. San Diego Unified School District has a zero-tolerance policy for texting or 
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emailing while driving and only hands-free talking while driving is permitted.

Devices and Support

1. Any personal devices are allowed but not supported by IT.

2. Connectivity issues are supported by IT; employees may contact the device 
manufacturer or their carrier for operating system or hardware-related issues.

a. San Diego Unified School District cannot guarantee cellular service 
reception on district property; employees should contact their cellular 
service provider to address signal quality concerns.

b. San Diego Unified School District cannot guarantee wireless network 
connectivity for personal devices. 

Security

1. In order to prevent unauthorized access, devices must be password protected 
using the features of the device and a strong password is recommended to 
access the San Diego Unified School District network.

2. All BYOD devices should follow the San Diego Unified School District password 
policy outlined in the district’s Account and Credential Management Policy.

3. Employees’ access to San Diego Unified School District data is limited based on 
user profiles defined by IT and automatically enforced.

Risks/Liabilities/Disclaimers

1. San Diego Unified School District reserves the right to disconnect devices or 
disable services without notification.

2. Lost or stolen devices must be reported to the San Diego Unified School District 
within 24 hours.

3. Employees are responsible for notifying their mobile carrier immediately upon 
loss of a device.
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4. The employee is expected to use his or her devices in an ethical manner at all 
times and adhere to the district’s acceptable use policy.

5. The employee is personally liable for all costs associated with his or her device.

6. The employee assumes full liability for risks including, but not limited to, the 
partial or complete loss of San Diego Unified School District and personal data 
due to an operating system crash, errors, bugs, viruses, malware, and/or other 
software or hardware failures, or programming errors that render the device 
unusable.

Compliance

Compliance Measurement

The Information Security team will verify compliance to this policy through various
methods, including but not limited to, periodic walk-thrus, video monitoring, business 
tool reports, internal and external audits, and feedback to the IT management.

Non-Compliance

Violation of the Employee Use of Technology Policy may result in a reduction or 
loss of access privileges. In many cases, access privileges may be essential to job 
functions.

Exceptions

Any exception to the policy must be approved by IT management in advance.

Distribution

This policy is to be distributed to all San Diego Unified School District employees.

Appendix A: Acronyms and Abbreviations

IT Information Technology
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PII Personally Identifiable Information

SDUSD San Diego Unified School District

BYOD Bring Your Own Device

Appendix B: Glossary

Asset Anything that has value to an organization, including, but not 
limited to, another organization, person, computing device (e.g., 
computers, laptops, tablets, cellphones, MFA tokens), information 
technology (IT) system, IT network, IT circuit, software (both an 
installed instance and a physical instance), virtual computing 
platform (common in cloud and virtualized computing), and 
related hardware (e.g., locks, cabinets, keyboards).

IT Department Information Technology organization within the SDUSD.

IT Management Manager of any of the teams in the Information Technology 
Division.

PII Information that can be used to distinguish or trace an individual's 
identity either directly or indirectly through linkages with other 
information.

Portable end-user 
devices

Transportable, end-user devices that have the capability to 
wirelessly connect to a network. For the purpose of this 
document, portable end-user devices can include laptops and 
mobile devices such as smartphones and tablets, all of which are 
a subset of SDUSD assets.

SDUSD assets Assets owned by SDUSD.

SDUSD employees All W-2 employees, POIs and contractors.

User Students and Employees (both on-site and remote), third-party 
vendors, contractors, service providers, consultants, or any other 
user that operates an SDUSD asset.

Appendix C: References and Resources
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Policy Reference Disclaimer: These references are not intended to be part of the policy 
itself, nor do they indicate the basis or authority for the board to enact this policy. 
Instead, they are provided as additional resources for those interested in the subject 
matter of the policy. 

Cross References
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State Description
Ed. Code 49073.6 Student records; social media
Ed. Code 51006 Computer education and resources
Ed. Code 51007 Programs to strengthen technological skills
Ed. Code 60044 Prohibited instructional materials
Pen. Code 313 Harmful matter
Pen. Code 502 Computer crimes; remedies
Pen. Code 632 Eavesdropping on or recording confidential 

communications
Pen. Code 653.2 Electronic communication devices; threats to safety
Federal Description
15 USC 6501-6506 Children's Online Privacy Protection Act
16 CFR 312.1-312.12 Children's Online Privacy Protection Act
20 USC 7101-7122 Student Support and Academic Enrichment Grants
20 USC 7131 Internet Safety
47 CFR 54.520 Internet safety policy and technology protection 

measures; E-rate discounts
47 USC 254 Universal service discounts (E-rate)
Management Resources Description
Court Decision New Jersey v. T.L.O. (1985) 469 U.S. 325
CSBA Publication Cyberbullying:  Policy Considerations for Boards, Policy 

Brief, July 2007
Federal Trade Commission 
Publication

How to Protect Kids' Privacy Online:  A Guide for 
Teachers, December 2000

Website CSBA District and County Office of Education Legal 
Services

Website California Coalition for Children's Internet Safety
Website Center for Safe and Responsible Internet Use
Website Federal Trade Commission, Children's Online Privacy 

Protection
Website American Library Association
Website Federal Communications Commission
Website California Department of Education
Website U.S. Department of Education
Website CSBA

https://legalservices.csba.org/
https://legalservices.csba.org/
http://www.cybersafety.ca.gov
https://www.ewa.org/organization/center-safe-and-responsible-internet-use
http://www.ftc.gov/privacy/privacyinitiatives/childrens.html
http://www.ftc.gov/privacy/privacyinitiatives/childrens.html
http://www.ala.org
http://www.fcc.gov
http://www.cde.ca.gov
http://www.ed.gov
http://www.csba.org
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Number     Description
3581.14     Information Security
3589.1        IOT Device
3911           Service Provider Management
3912           Network Infrastructure Management and Monitoring
3913 Acceptable Encryption
3914           Communications and Equipment
3915           Data Recovery
3916           Wireless Communication
3917           Technology Equipment Disposal
3918           Software Installation
3919           Server Security
3920           Security Awareness
3921           Router and Switch Security
3922           Information Logging Standard
3923           End User Encryption Key Protection
3924           Emergency and Disaster Response Planning
3925           Digital Signature Acceptance
3926           Database Credentials
3927           Application Software Security
3928           Risk Assessment and Acceptance
3929           Malware Defense
3930           Cyber Security Incident Management
3931           Internet Usage
3932           Data Management
3933           Account and Credential Management
3934           Secure Configuration of Assets and Software
3935           Asset Management
3936           Web Security
3937           Vulnerability Management
3938           Removable Media
3939           Remote Access
3940           Cyber Security Data Breach
3941           Clean Desk
3942           Audit Log Management
6163.4        Student Use of Technology
6163.6        Acceptable Use

13 



BP 4040
Personnel

EMPLOYEE USE OF TECHNOLOGY POLICY

  
Policy                                                         SAN DIEGO UNIFIED SCHOOL DISTRICT
adopted: June 25, 2024                                                                San Diego, California
 

14 


