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STUDENT USE OF TECHNOLOGY POLICY

Policy Statements

Online Etiquette

Students will comply with the following directives:

1. Be polite. Use language which is appropriate for an educational setting. Do not 
use abusive, inflammatory or obscene language.

2. Respect privacy. Do not reveal personal information about yourself, students 
and/or staff. Do not share your account information or password with anyone.

3. Be considerate. Do not use the network in a way that would disrupt the use of the 
network by other users.

4. Use access time efficiently. Use access time for school-related purposes only.

Acceptable Use

1. Student Use of Technology is subject to the San Diego Unified School District 
Acceptable Use Policy.

2. Students are permitted to use technology to engage in activities that directly or 
indirectly support the student’s educational program.  

3. Students are blocked from accessing certain websites while connected to the 
San Diego Unified School District network or assets. 

4. Devices’ camera and/or video capabilities may be disabled while using the San 
Diego Unified School District network or assets. 

5. Devices may not be used at any time to:

a. Store or transmit illicit materials.

b. Store or transmit proprietary information belonging to another 
organization.
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c. Harass others.

d. Engage in activity for the user’s personal economic gain.

6. Students may use their mobile device to access the following SDUSD resources:

a. Email.

b. PowerSchool.

c. Google drive and classrooms.

d. Clever applications.

7. San Diego Unified School District has a zero-tolerance policy for texting or 
emailing while driving and only hands-free talking while driving is permitted.

Electronic Email

1. Users of email should not consider electronic communications to be either private 
or secure.

2. Messages relating to or in support of illegal activities must be reported to 
appropriate authorities.

3. Individuals are to identify themselves accurately and honestly in e-mail 
communications. E-mail account names and/or addresses may not be altered to 
impersonate another individual or to create a false identity.

4. The district retains the copyright to any material deemed to be district data. Use 
of district data sent as email or as enclosures will be in accordance with copyright 
law and district standards.

Social Media

1. In order to meet the growing needs of our 21st century learners, the San Diego 
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Unified School District recognizes the need to incorporate into the educational 
environment Social Media that has an instructional or educational purpose or the 
purpose of communicating relevant information about school related activities.

2. Social Media is a term that describes web-based and mobile technology 
communication tools with a focus on interactivity, user participation and 
information sharing in multiple ways.

3. This policy is not limited to any specific sites, but applies to all Social Media.

4. Social Media may not be used to publish student PII including, but not limited to, 
names, assignments, grades, attendance data, photographs, videos, or other 
likenesses, without permission of the student’s parent or guardian.

5. Students are responsible for their Social Media use and may be subject to liability 
if such use is found defamatory, harassing, discriminatory, threatening, or in 
violation of any applicable law, policy, or regulation.

6. Student use of Social Media within the educational environment is a privilege and 
not a right.

7. San Diego Unified School District shall block any Social Media site which does 
not allow enforced safe search.

Devices and Support

1. Personal devices may be used in conjunction with or in lieu of district-provided 
devices.

a. Limited support for connectivity issues is available through the district’s IT 
Department. Students may contact the device manufacturer or their carrier 
for operating system or hardware-related issues.

(1) San Diego Unified School District cannot guarantee cellular service 
reception on district property; students/families should contact their 
cellular service provider to address signal quality concerns.

(2) San Diego Unified School District cannot guarantee wireless 
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network connectivity for personal devices. 

2. Bring Your Own Device (BYOD)

a. Mobile devices such as Smartphones, Laptops, Netbooks, Tablets and 
other similar devices may be used at school to support learning. The use 
of this technology is at the discretion and supervision of each classroom 
teacher. San Diego Unified School District is not responsible for lost or 
stolen items at school.

b. Mobile devices including Smartphones are allowed at school. Unless 
directed otherwise by the teacher, all devices should be turned off and put 
away during class/instructional time. Cell phone usage in the classroom is 
strictly guided by individual teachers in their respective classes for 
instructional use only.

3. Monitoring

a. San Diego Unified School District is required by law to limit, review and 
monitor any and all student files on network computers or cloud platforms 
and all student internet activity, including:

(1) Filtering internet access to block objectionable sites and/or 
terminology.

(2) Scanning student files for inappropriate material and safety 
concerns.

Prohibited Use

1. The transmission of any material in violation of any federal or state law is 
prohibited. This includes, but is not limited to the distribution of the following:

a. Any information which violates or infringes on the rights of any other 
person.

b. Any abusive, defamatory, illegal, inappropriate, obscene, profane, racially 
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offensive, sexually oriented and/or threatening material.

c. Advertisements, solicitations, commercial ventures or political lobbying.

d. Any information which encourages the use of controlled substances or 
other crime.

e. Any material which violates copyright laws.

f. Cyberbullying.

2. Damage, vandalism or theft of any equipment.

3. Altering, copying, installation, piracy, or theft of any unauthorized information, 
programs or data from district computers.

4. Use of the system in a manner which is not related to the curriculum or approved 
school activities.

5. Altering, installation or theft of any computer hardware.

6. Possessing or intentionally downloading of any software that may disrupt or 
destroy district software or hardware, such as hacking utilities or viruses.

Security

1. Security on any computer network system is a high priority, especially when the 
system involves many users. Any user who identifies a security problem must 
notify the IT Department. Any user who identifies a security problem will not 
demonstrate the problem to anyone outside the IT Department. Violations 
include, but are not limited to, the following:

a. Illicitly gaining entry or "hacking" into a computer system.

b. Illicitly obtaining account passwords.

c. Illicitly obtaining network administration rights.
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d. Intentionally creating or distributing a computer virus, trojan, spyware, or 
other malicious software.

e. Using San Diego Unified School District computers or networks to disable 
or overload any computer system or network, or intentionally disabling or 
overloading any district assets or networks.

f. Intentionally circumventing the security of a computer system.

g. Bypassing a district firewall or content filter.

h. Distributing PII, including but not limited to the name, address, or 
telephone number of another student, staff member, or other person with 
the intent to threaten, intimidate, harass, or ridicule that person.

2. Devices must be password protected using the security features of the device. A 
strong password that meets the requirements of the San Diego Unified School 
District Account and Credential Management Policy is required to access the 
district network.

3. Students’ access to San Diego Unified School District data is limited based on 
user profiles defined by IT and automatically enforced.

4. The student’s district-provided device may be remotely wiped or disabled if:

a. The device is lost.

b. The student terminates enrollment.

c. IT detects a data or policy breach, a virus or similar threat to the security 
of the district’s data and technology infrastructure.

d. The device is at the end of its lifespan.

System Usage

1. The system administrators reserve the right, but are not limited to, the following:
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a. Set restrictions/quotas for disk usage on the system.

b. Set time limits for system usage.

c. Set download limits.

d. Set email restrictions/limits.

e. Set public posting areas (Social Media) restrictions/limits.

f. Set real-time conference (talk/chat/video conferencing) restrictions/limits.

g. Prohibit use of San Diego Unified School District assets for activities which 
they determine to be inappropriate.

Liabilities, Disclaimers and Risks

1. San Diego Unified School District makes no warranties of any kind, whether 
expressed or implied, for the use of district assets. 

2. San Diego Unified School District is not responsible for any damages whatsoever 
which the user may suffer arising from or related to use of any district assets.

3. While IT will take every precaution to prevent the student’s personal data from 
being lost in the event it must remotely wipe a device, it is the student’s 
responsibility to take additional precautions, such as backing up email, 
documents, etc.

4. San Diego Unified School District reserves the right to disconnect devices or 
disable services without notification.

5. Lost or stolen devices must be reported to the district within 24 hours.

6. The student assumes full liability for risks including, but not limited to, the partial 
or complete loss of district and personal data due to an operating system crash, 
errors, bugs, viruses, malware, and/or other software or hardware failures, or 
programming errors that render the device unusable.
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Compliance

Compliance Measurement

The Information Security team will verify compliance to this policy through various
methods, including but not limited to, periodic walk-thrus, video monitoring, business 
tool reports, internal and external audits, and feedback to the IT management.

Non-Compliance

1. Failure to abide by this policy may result in progressive discipline in accordance 
with the applicable student disciplinary policies.

2. In addition, depending on the seriousness of the offense, any combination of the 
following consequences may result from violation of this Policy:

a. Restricted from using some or all features of San Diego Unified School 
District systems and equipment, permanently or for a limited time.

b. Removed from the class for the remainder of the semester or year if the 
class curriculum requires LAN and Internet use.

c. Permanently restricted from taking any classes where the computer is a 
significant part of the curriculum if the class curriculum requires LAN or 
Internet use.

d. Required to pay for damages as permitted by law.

e. Criminally charged under local, state or federal law.

Exceptions

Any exception to the policy must be approved by IT management  in advance.

Distribution

This policy is to be distributed to all San Diego Unified School District students and 
parents/guardians.
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Appendix A: Acronyms and Abbreviations

IT Information Technology

PII Personally Identifiable Information

SDUSD San Diego Unified School District

Appendix B: Glossary

Asset Anything that has value to an organization, including, but not 
limited to, another organization, person, computing device (e.g., 
computers, laptops, tablets, cellphones, MFA tokens), information 
technology (IT) system, IT network, IT circuit, software (both an 
installed instance and a physical instance), virtual computing 
platform (common in cloud and virtualized computing), and 
related hardware (e.g., locks, cabinets, keyboards).

IT Management Manager of any of the teams in the Information Technology 
Division.

Personally 
Identifiable 
Information

Information that can be used to distinguish or trace an individual's 
identity either directly or indirectly through linkages with other 
information.

Portable end-user 
devices

Transportable, end-user devices that have the capability to 
wirelessly connect to a network. For the purpose of this 
document, portable end-user devices can include laptops and 
mobile devices such as smartphones and tablets, all of which are 
a subset of SDUSD assets.

SDUSD assets Assets owned by SDUSD.

User Students and Employees (both on-site and remote), third-party 
vendors, contractors, service providers, consultants, or any other 
user that operates an SDUSD asset.

Appendix C: References and Resources

Policy Reference Disclaimer: These references are not intended to be part of the policy 
itself, nor do they indicate the basis or authority for the board to enact this policy. 
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Instead, they are provided as additional resources for those interested in the subject 
matter of the policy. 

State Description
Ed. Code 49073.6 Student records; social media
Ed. Code 51006 Computer education and resources
Ed. Code 51007 Programs to strengthen technological skills
Ed. Code 60044 Prohibited instructional materials
Pen. Code 313 Harmful matter
Pen. Code 502 Computer crimes; remedies
Pen. Code 632 Eavesdropping on or recording confidential 

communications
Pen. Code 653.2 Electronic communication devices; threats to safety
Federal Description
15 USC 6501-6506 Children's Online Privacy Protection Act
16 CFR 312.1-312.12 Children's Online Privacy Protection Act
20 USC 7101-7122 Student Support and Academic Enrichment Grants
20 USC 7131 Internet Safety
47 CFR 54.520 Internet safety policy and technology protection 

measures; E-rate discounts
47 USC 254 Universal service discounts (E-rate)
Management Resources Description
Court Decision New Jersey v. T.L.O. (1985) 469 U.S. 325
CSBA Publication Cyberbullying:  Policy Considerations for Boards, Policy 

Brief, July 2007
Federal Trade Commission 
Publication

How to Protect Kids' Privacy Online:  A Guide for 
Teachers, December 2000

Website CSBA District and County Office of Education Legal 
Services

Website California Coalition for Children's Internet Safety
Website Center for Safe and Responsible Internet Use
Website Federal Trade Commission, Children's Online Privacy 

Protection
Website American Library Association
Website Federal Communications Commission
Website California Department of Education
Website U.S. Department of Education
Website CSBA

Cross References

Number     Description
3581.14     Information Security
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https://legalservices.csba.org/
https://legalservices.csba.org/
http://www.cybersafety.ca.gov
https://www.ewa.org/organization/center-safe-and-responsible-internet-use
http://www.ftc.gov/privacy/privacyinitiatives/childrens.html
http://www.ftc.gov/privacy/privacyinitiatives/childrens.html
http://www.ala.org
http://www.fcc.gov
http://www.cde.ca.gov
http://www.ed.gov
http://www.csba.org
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3589.1        IOT Device
3911           Service Provider Management
3912           Network Infrastructure Management and Monitoring
3913 Acceptable Encryption
3914           Communications and Equipment
3915           Data Recovery
3916           Wireless Communication
3917           Technology Equipment Disposal
3918           Software Installation
3919           Server Security
3920           Security Awareness
3921           Router and Switch Security
3922           Information Logging Standard
3923           End User Encryption Key Protection
3924           Emergency and Disaster Response Planning
3925           Digital Signature Acceptance
3926           Database Credentials
3927           Application Software Security
3928           Risk Assessment and Acceptance
3929           Malware Defense
3930           Cyber Security Incident Management
3931           Internet Usage
3932           Data Management
3933           Account and Credential Management
3934           Secure Configuration of Assets and Software
3935           Asset Management
3936           Web Security
3937           Vulnerability Management
3938           Removable Media
3939           Remote Access
3940           Cyber Security Data Breach
3941           Clean Desk
3942           Audit Log Management
4040           Employee Use of Technology
6163.6        Acceptable Use
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