BP 3940
Business and Non-Instructional Operations

Cyber Security Data Breach Policy
Policy Statements
General Information

A “Security Incident” or “Incident’ shall mean an accidental or deliberate event that
results in or constitutes an imminent threat of the unauthorized access, loss, disclosure,
modification, disruption, or destruction of communication or information resources of the
San Diego Unified School District.

Incidents can occur locally, in the cloud, or through third party service providers.
Reporting and management of Incidents shall occur similarly. Incidents vary in impact
and risk depending on a number of mitigating factors including the content and quantity
of the data involved. It is critically important that San Diego Unified School District
management respond quickly and identify the data classification of the Incident. This
allows staff to respond accordingly in a timely and thorough manner

Common examples of Security Incidents include, but are not limited to, any of the
following:

1. Successful attempts to gain unauthorized access to a San Diego Unified School
District system or Student or district Employee PII, regardless of where such
information is located.

2. Unwanted disruption or denial of service.

3. The unauthorized use of a San Diego Unified School District system for the
processing or storage of Confidential Information or PII.

4. Changes to San Diego Unified School District system hardware, firmware, or
software characteristics without the district’'s knowledge or consent.

5. Loss or theft of equipment where Confidential Information or PIl is stored.

6. Unforeseen circumstances such as a fire or flood that could lead to the loss or
misuse of Confidential Information or PII.

7. Human error involving the loss or mistaken transmission of Confidential
Information or PII.
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8. Hacking, social engineering, phishing or other subversive attacks where
information is obtained by deceitful practice.

A “Data Security Breach” is any Incident where San Diego Unified School District
controlled information is accessed or released.

The District shall adopt a standardized and consistent approach to Incident
Management that ensures:

1. Incidents are reported in a timely manner and can be properly investigated.

2. Incidents are handled by appropriately authorized and skilled personnel.

3. Appropriate levels of management are involved in response management.

4. Incidents are recorded and documented.

5. Organizational impacts are understood and action is taken to prevent further
damage.

6. Evidence is gathered, recorded, and maintained in a form that will withstand

internal and external scrutiny.

7. External agencies, customers, and data users are informed as required.
8. Incidents are dealt with in a timely manner and normal operations are restored.
9. Incidents are reviewed to identify improvements in policies and procedures.

Any contract breach that results in the misuse or unauthorized access to Student Pll by
a School Service Contract Provider must be handled according to the San Diego Unified
School District code.

Data Sensitivity Classifications
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All reported Incidents shall be classified as below in order to assess risk and
approaches to mitigate the situation. Data Sensitivity Classification shall refer to the
following San Diego Unified School District data categories:

Public Data - Information intended for public and community use or information that can
be made public without any negative impact on the San Diego Unified School District.
District Employee and Student PII shall never be considered public data unless the data
is Directory Information as defined by district policy.

Confidential Data - Information of a more sensitive nature to the business and
educational operations of the San Diego Unified School District. This data represents
basic intellectual capital, applications, and general knowledge. Access shall be limited
to only those people that need to know as part of their role within the district. Examples
include asset inventories, network diagrams, and network device configuration files.

Highly Confidential Data - Information that, if breached, causes significant damage to
San Diego Unified School District operations, reputation, and/or business continuity.
Access to this information should be highly restricted. Student and district Employee PII
falls into this category of data. Other examples include encryption keys and
administrative account credentials.

Incident Reporting
The following process shall be followed when responding to a suspected Incident:

1. Confirmed or suspected Incidents shall be reported promptly to ITD
Management. A formal report shall be filed that includes full and accurate details
of the Incident including who is reporting the Incident and what classification of
data is involved.

2. Once an Incident is reported, IT Management and Cybersecurity personnel shall
conduct an assessment to establish the severity of the Incident, next steps in
response, and potential remedies and solutions. Based on this assessment, IT
Management shall determine if the Incident remains categorized as an Incident
or if it needs to be recategorized as a Breach.

3. All Incidents and Breaches should be centrally logged and documented to ensure
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appropriate documentation, oversight, and consistency in response,
management, and reporting.

4. All DoS and other hacking activities must be reported to CISA within 72 hours
regardless whether PIl was compromised. (Pub L. 117 § 2242 (A))

5. All DoS and other hacking activities shall be reported to the contracted cyber
security services as soon as feasible.

6. All Breaches involving compromise of Pll require notification to the owner of the
Pll in the most expedient time possible and without unreasonable delay. The
notification must (California Civil Code § 1798.29 (d)):

a. Be written in plain language.

b. Be titled “Notice of Data Breach.”

C. Contain at minimum the following headings and information:

(1)  What happened.

(2)  What information was involved.
(83) What we are doing.

(4)  What you can do.

(5) For more information.

d. All Breaches involving compromise of Pll of 500 individuals or more must
have a sample Notice of Data Breach submitted to the California Attorney
General (California Civil Code § 1798.29 (e))

Classification

Data Breaches or Incidents shall be classified as follows:

1. Critical/Major Breach or Incident — Incidents or Breaches in this category deal
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with Confidential Information or PIl and are on a large scale (district-wide). All
Incidents or Breaches involving Student PII will be classified as Critical or Major.
They typically have the following attributes:

a. Any Incident that has been determined to be a Breach.

b. Significant Confidential Information or PII loss, potential for lack of
business continuity, significant San Diego Unified School District
Confidential or Highly Confidential data exposure, or irreversible
consequences are imminent.

C. Exposure of Pll of 500 or more individuals.

d. Negative media coverage is likely and exposure is high.

e. Legal or contractual remedies may be required.

f. Requires significant reporting beyond normal operating procedures.

g. Any breach of contract that involves the misuse or unauthorized access to
Student Pl by a School Service Contract Provider.

2. Moderately Critical/Serious Incident — Breaches or Incidents in this category

typically deal with Confidential Information and are on a medium scale (e.g.,
<500 users on the internal network, application or database related, limited
exposure). Incidents in this category typically have the following attributes:

Risk to the San Diego Unified School District is moderate.

Third party service provider and subcontractors may be involved.

Data loss is possible but localized/compartmentalized, potential for limited
business continuity losses, and minimized San Diego Unified School
District exposure.

Significant user inconvenience is likely.

Service outages are likely while the breach is addressed.



BP 3940
Business and Non-Instructional Operations

Cyber Security Data Breach Policy

f. Negative media coverage is possible but exposure is limited.

g. Disclosure of student or San Diego Unified School District Employee Pll is
contained and manageable and affects <500 individuals.

3. Low Criticality/Minor Incident — Incidents in this category typically deal with
personal or internal data and are on a small or individualized scale (e.g., <10
users on the internal network, personal or mobile device related). Incidents in
this category typically have the following attributes:

a. Risk to the San Diego Unified School District is low.

b. User inconvenience is likely but not damaging to the San Diego Unified
School District.

C. Confidential Data but no Highly Confidential Data compromised.
d. Loss of data is totally contained on encrypted hardware.

e. Incident can be addressed through normal support channels.

f. No disclosure of PII.

Incident Response

For full Incident Response details, see the Cyber Security Incident Management Policy.
Management response to any reported Incident shall involve the following activities:

Assess, Contain and Recover

1. All Security Incidents shall have immediate analysis of the Incident and an
Incident Report completed by IT Management or their designee.

a. This analysis shall include a determination of whether this Incident should
be characterized as a Breach.

b. This analysis shall be documented and shared with the IT Management,
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the affected parties, and any other relevant stakeholders.

2. Steps to contain the Security Incident shall be taken as soon as feasible,
including:

a. Isolating affected systems on the network
b. Securing points of ingress
C. Isolating unaffected systems subject to the vulnerabilities exploited

3. For DoS attacks, San Diego Unified School District will engage contracted DoS
mitigation services to contain the attack.

4. Steps to recover lost data and system functionality shall be taken as soon as
feasible using:

a. Data Backups.

b. EDR restore capabilities.

C. Virtual Machine images.

d. Other recovery tools and assets.
Assess Risk and Incident Scope

1. All Incidents or Breaches shall have a risk and scope analysis completed by IT
Management or their designee.

a. This analysis shall determine the systems and data affected by the
Incident or Breach.

b. This analysis shall determine the risk to other systems and data from the
vulnerabilities exploited.

C. This analysis shall be documented and shared with IT Management, the
affected parties, and any other relevant stakeholders.
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Notification and Incident Communications
1. Each security Incident or Breach determined to be “moderately critical” or
“critical” shall have communication plans documented by ITD Management or

their designee.

a. The communication plans shall include distribution lists and timeframes for
initial notification, status updates, and resolution notification.

b. The communication plans shall be evaluated and updated annually or
after a Critical Security Incident or Breach occurs.

Compliance Measurement

The Information Security team will verify compliance to this policy through various
methods, including but not limited to business tool reports, internal and external audits,
and feedback to the IT management.

Distribution

This policy is to be distributed to all San Diego Unified School District employees.

Appendix A: Acronyms and Abbreviations

CIRT Cyber Incident Response Team

DoS Denial of Service

EDR Endpoint Detection and Response

IR Incident Response

IT Information Technology

IT Department Information Technology organization within SDUSD
ITD Integrated Technology Division
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Pl

POI

SDUSD

SEIM

SOC

Personally Identifiable Information

Person of Interest

San Diego Unified School District

Security Information and Event Management

Security Operations Center

Appendix B: Glossary

Asset

Breach
Confidential Data
Highly Confidential

Data

Information
Technology Division

IT Management

ITD Management

Person of Interest

Anything that has value to an organization, including, but not
limited to, another organization, person, computing device (e.g.,
computers, laptops, tablets, cellphones, MFA tokens), information
technology (IT) system, IT network, IT circuit, software (both an
installed instance and a physical instance), virtual computing
platform (common in cloud and virtualized computing), and
related hardware (e.g., locks, cabinets, keyboards).

A Security Incident that results in unauthorized access to data,
applications, networks or devices.

Data managed by SDUSD that is sensitive and not publicly
available.

Confidential information of a highly sensitive nature that could
cause significant harm to SDUSD if it were released.

Overarching division encompassing the Information Technology
Department and Research and Evaluation Department.

Manager of any of the teams in the Information Technology
Division.

Integrated Technology Director and Executive Director.

Non W-2 employees that require accounts to access SDUSD
assets such as volunteers and contractors.
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Personally
Identifiable
Information
Physical
environment

Portable end-user
devices

Public Information
SDUSD Assets
SDUSD Employee

Security Incident

User

Virtual Environment

Information that can be used to distinguish or trace an individual's
identity either directly or indirectly through linkages with other
information.

Physical hardware parts that make up a network, including
cables and routers. The hardware is required for communication
and interaction between devices on a network.

Transportable, end-user devices that have the capability to
wirelessly connect to a network. For the purpose of this
document, portable end-user devices can include laptops and
mobile devices such as smartphones and tablets, all of which are
a subset of enterprise assets.

Data managed by SDUSD that is publicly available.
Assets owned by SDUSD.
All W-2 employees, POls and contractors.

Refers to a deliberate or accidental adverse event in an
information system, and/or network, or the threat of the
occurrence of such an event.

Students and Employees (both on-site and remote), third-party
vendors, contractors, service providers, consultants, or any other
user that operates an enterprise asset.

Simulates hardware to allow a software environment to run
without the need to use a lot of actual hardware. Virtualized
environments are used to make a small number of resources act
as many with plenty of processing, memory, storage, and network
capacity. Virtualization is a fundamental technology that allows
cloud computing to work.

Appendix C: References and Resources

Policy Reference Disclaimer: These references are not intended to be part of the policy
itself, nor do they indicate the basis or authority for the board to enact this policy.
Instead, they are provided as additional resources for those interested in the subject

matter of the policy.
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State

Ed. Code 49073.6
Ed. Code 51006
Ed. Code 51007
Ed. Code 60044
Pen. Code 313
Pen. Code 502
Pen. Code 632

Pen. Code 653.2
Federal

15 USC 6501-6506
16 CFR 312.1-312.12
20 USC 7101-7122
20 USC 7131

47 CFR 54.520

47 USC 254
Pub L. 117 § 2242 (A)

California Civil Code §
1798.29 (d)
Management Resources

Court Decision
CSBA Publication

Federal Trade Commission
Publication
Website

Website
Website
Website

Website
Website
Website
Website
Website

Cross References

Number Description

Description

Student records; social media

Computer education and resources

Programs to strengthen technological skills
Prohibited instructional materials

Harmful matter

Computer crimes; remedies

Eavesdropping on or recording confidential
communications

Electronic communication devices; threats to safety
Description

Children's Online Privacy Protection Act

Children's Online Privacy Protection Act

Student Support and Academic Enrichment Grants
Internet Safety

Internet safety policy and technology protection
measures; E-rate discounts

Universal service discounts (E-rate)

Cyber Incident Reporting for Critical Infrastructure Act of
2022 (CIRCIA)

Accounting of PII disclosures

Description

New Jersey v. T.L.O. (1985) 469 U.S. 325
Cyberbullying: Policy Considerations for Boards, Policy
Brief, July 2007

How to Protect Kids' Privacy Online: A Guide for
Teachers, December 2000

CSBA District and County Office of Education Legal
Services

California Coalition for Children's Internet Safety
Center for Safe and Responsible Internet Use
Federal Trade Commission, Children's Online Privacy
Protection

American Library Association

Federal Communications Commission

California Department of Education

U.S. Department of Education

CSBA
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https://legalservices.csba.org/
https://legalservices.csba.org/
http://www.cybersafety.ca.gov
https://www.ewa.org/organization/center-safe-and-responsible-internet-use
http://www.ftc.gov/privacy/privacyinitiatives/childrens.html
http://www.ftc.gov/privacy/privacyinitiatives/childrens.html
http://www.ala.org
http://www.fcc.gov
http://www.cde.ca.gov
http://www.ed.gov
http://www.csba.org
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3581.14
3589.1
3911
3912
3913
3914
3915
3916
3917
3918
3919
3920
3921
3922
3923
3924
3925
3926
3927
3928
3929
3930
3931
3932
3933
3934
3935
3936
3937
3938
3939
3941
3942
4040
6163.4
6163.6

Policy

Information Security

IOT Device

Service Provider Management
Network Infrastructure Management and Monitoring
Acceptable Encryption
Communications and Equipment
Data Recovery

Wireless Communication

Technology Equipment Disposal
Software Installation

Server Security

Security Awareness

Router and Switch Security
Information Logging Standard

End User Encryption Key Protection
Emergency and Disaster Response Planning
Digital Signature Acceptance
Database Credentials

Application Software Security

Risk Assessment and Acceptance
Malware Defense

Cyber Security Incident Management
Internet Usage

Data Management

Account and Credential Management
Secure Configuration of Assets and Software
Asset Management

Web Security

Vulnerability Management
Removable Media

Remote Access

Clean Desk

Audit Log Management

Employee Use of Technology
Student Use of Technology
Acceptable Use

SAN DIEGO UNIFIED SCHOOL DISTRICT
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adopted: June 25, 2024 San Diego, California
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