BP 3937
Business and Non-Instructional Operations

VULNERABILITY MANAGEMENT POLICY

Policy Statements

Assess
1. A process for performing vulnerability management must be established.
a. This process must be documented and approved by ITD Management.
b. At a minimum, the vulnerability management process must be reviewed
on an annual basis or following significant changes within the enterprise.
C. IT must monitor vulnerability announcements and emerging threats
applicable to enterprise asset inventory.
2. All servers and network devices connected to the San Diego Unified School

District network must be scanned for vulnerabilities at least quarterly using a
SCAP-compliant scanning tool.

3. External scans of the San Diego Unified School District network must be
conducted at least quarterly using a SCAP-compliant scanning tool.

4. External Penetration testing must be conducted at least annually.
Prioritization

1. Identified vulnerabilities must be prioritized according to CVSS score and asset
importance, with more critical vulnerabilities addressed first.

2. Significant vulnerabilities directly critical systems and systems that contain PlII
should generally be prioritized over other systems, even when the CVSS score is
lower.

Remediation

1. A process for remediating identified vulnerabilities must be established.

a. This process must be documented and approved by ITD Management.
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b. At a minimum, this process must be reviewed on an annual basis or
following significant changes within the enterprise.

C. Vulnerabilities that cannot be remediated must be documented and have
their risk accepted in accordance with the Risk Assessment and
Acceptance Policy.

2. Operating systems must be configured to automatically update at least monthly,
unless an alternative approved patching process is used.

3. Applications must be configured to automatically update at least monthly, unless
an alternative approved automated patching process is used.

4. All users of San Diego Unified School District assets have a duty to install
updates for operating systems and applications in a timely manner.

5. All users must ensure required reboots occur within a reasonable timeframe to
ensure updates are properly installed.

6. High CVSS score vulnerabilities must be addressed as a matter of priority.

7. Software vulnerabilities must be remediated at least monthly.

Monitor

1. The IT Department should subscribe to threat intelligence feeds to receive
notifications of recently released patches and other software updates.

2. The IT Department must notify ITD Management if vulnerabilities are not
mitigated in a timely manner.

3. The IT must create monthly reports containing the status of all known

vulnerabilities within the enterprise.

Penetration Testing

1.

Penetration Testing Program
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a. A structured Penetration Testing Program shall be established to conduct
periodic penetration tests both internally and externally.

b. This process must be documented and approved by ITD Management.
C. The process must include the following:
(1)  Scope.

(2) Frequency.

(3) Limitation.

(4) Point of contact.

(5) Remediation.

(6) Retrospective requirements.
2. External Penetration Tests

a. External penetration tests shall be performed at least annually, by a
qualified third-party service provider or in-house experts.

b. The external pentest must include enterprise and environmental
reconnaissance.

3. Internal Penetration Tests

a. Internal penetration tests shall be performed at least annually to identify
vulnerabilities within the internal network and systems.

4. Remediation of Findings

a. All vulnerabilities discovered during penetration tests must be categorized
and prioritized for remediation based on their potential impact.
Remediation must be completed in a timely manner, according to the
severity of the findings.
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b. Remediation should be performed in compliance with the Vulnerability
Management Policy remediation process.
5. Validation of Security Measures

a. Post-Pentest, security measures shall be revalidated to ensure that the
tactics, techniques, and procedures used in the pentest will be detected.

Compliance Measurement

The Information Security team will verify compliance to this policy through various
methods, including but not limited to business tool reports, internal and external audits,
and feedback to IT management.

Exceptions

Any exception to the policy must be approved by IT management in advance.
Distribution

This policy is to be distributed to all SDUSD employees.

Appendix A: Acronyms and Abbreviations

CVSS Common Vulnerability Scoring System
IT Information Technology

ITD Integrated Technology Division

OS Operating System

SCAP Security Content Automation Protocol

Appendix B: Glossary
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Asset

Asset inventory

Asset owner

Common
Vulnerability Scoring
System

IT Management

ITD Management
SDUSD assets

Servers

User

Anything that has value to an organization, including, but not
limited to, another organization, person, computing device (e.g.,
computers, laptops, tablets, cellphones, MFA tokens), information
technology (IT) system, IT network, IT circuit, software (both an
installed instance and a physical instance), virtual computing
platform (common in cloud and virtualized computing), and
related hardware (e.g., locks, cabinets, keyboards).

An asset inventory is a register, repository or comprehensive list
of an enterprise’s assets and specific information about those
assets.

The department, business unit, or individual responsible for an
enterprise asset.

A system for scoring vulnerabilities that assigns a qualitative
measure of severity.

Manager of any of the teams in the Information Technology
Division.

Integrated Technology Division Director and Executive Director.
Assets owned by SDUSD.

A device or system that provides resources, data, services, or
programs to other devices on either a local area network or wide
area network. Servers can provide resources and use them from
another system at the same time. Examples include web servers,
application servers, mail servers, and file servers.

Employees (both on-site and remote), third-party vendors,
contractors, service providers, consultants, students, or any other
user that operates an enterprise asset.

Appendix C: References and Resources

Policy Reference Disclaimer: These references are not intended to be part of the policy
itself, nor do they indicate the basis or authority for the board to enact this policy.
Instead, they are provided as additional resources for those interested in the subject

matter of the policy.
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State

Ed. Code 49073.6
Ed. Code 51006
Ed. Code 51007
Ed. Code 60044
Pen. Code 313
Pen. Code 502
Pen. Code 632

Pen. Code 653.2
Federal

15 USC 6501-6506
16 CFR 312.1-312.12
20 USC 7101-7122
20 USC 7131

47 CFR 54.520

47 USC 254
Management Resources
Court Decision

CSBA Publication

Federal Trade Commission
Publication
Website

Website
Website
Website

Website
Website
Website
Website
Website

Cross References

Description

Student records; social media

Computer education and resources

Programs to strengthen technological skills
Prohibited instructional materials

Harmful matter

Computer crimes; remedies

Eavesdropping on or recording confidential
communications

Electronic communication devices; threats to safety
Description

Children's Online Privacy Protection Act

Children's Online Privacy Protection Act

Student Support and Academic Enrichment Grants
Internet Safety

Internet safety policy and technology protection
measures; E-rate discounts

Universal service discounts (E-rate)

Description

New Jersey v. T.L.O. (1985) 469 U.S. 325
Cyberbullying: Policy Considerations for Boards, Policy
Brief, July 2007

How to Protect Kids' Privacy Online: A Guide for
Teachers, December 2000

CSBA District and County Office of Education Leqgal
Services

California Coalition for Children's Internet Safety
Center for Safe and Responsible Internet Use
Federal Trade Commission, Children's Online Privacy
Protection

American Library Association

Federal Communications Commission

California Department of Education

U.S. Department of Education

CSBA

Number Description
3581.14 Information Security
3589.1 IOT Device

3911

Service Provider Management

6


https://legalservices.csba.org/
https://legalservices.csba.org/
http://www.cybersafety.ca.gov
https://www.ewa.org/organization/center-safe-and-responsible-internet-use
http://www.ftc.gov/privacy/privacyinitiatives/childrens.html
http://www.ftc.gov/privacy/privacyinitiatives/childrens.html
http://www.ala.org
http://www.fcc.gov
http://www.cde.ca.gov
http://www.ed.gov
http://www.csba.org
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3912 Network Infrastructure Management and Monitoring
3913 Acceptable Encryption

3914 Communications and Equipment

3915 Data Recovery

3916 Wireless Communication

3917 Technology Equipment Disposal

3918 Software Installation

3919 Server Security

3920 Security Awareness

3921 Router and Switch Security

3922 Information Logging Standard

3923 End User Encryption Key Protection

3924 Emergency and Disaster Response Planning
3925 Digital Signature Acceptance

3926 Database Credentials

3927 Application Software Security

3928 Risk Assessment and Acceptance

3929 Malware Defense

3930 Cyber Security Incident Management

3931 Internet Usage

3932 Data Management

3933 Account and Credential Management

3934 Secure Configuration of Assets and Software
3935 Asset Management

3936 Web Security

3938 Removable Media

3939 Remote Access

3940 Cyber Security Data Breach

3941 Clean Desk

3942 Audit Log Management

4040 Employee Use of Technology

6163.4 Student Use of Technology

6163.6 Acceptable Use
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