
BP 3936
Business and Non-Instructional Operations

WEB SECURITY POLICY

Policy Statements

To enhance communication with students, parents/guardians, staff, and community 
members, the San Diego Unified School District shall develop and maintain district and 
school websites. The use of district and school websites shall support the district’s 
vision and goals and shall be coordinated with other district communications strategies.

Design Standards

1. ITD shall establish design standards for district and school websites in order to 
maintain a consistent identity, professional appearance, and ease of use.

2. The district's design standards shall address the accessibility of district and 
school web sites to individuals with disabilities, including compatibility with 
commonly used assistive technologies. (PL 101-336)

3. A uniform CMS shall be used for district and school websites when possible.

Website Content

1. ITD and/or the Communications Department shall develop content guidelines for 
district and school web sites and assign staff to review and approve content prior 
to posting.

2. Board policy pertaining to advertising in district and school publications shall also 
apply to advertising on district and school websites.

Privacy Rights

1. The Superintendent or designee shall ensure that the privacy rights of students, 
parents/guardians, staff, Board members, and other individuals are protected on 
district and school websites.

2. Telephone numbers and home and email addresses of students and/or their 
parents/guardians shall not be published on district or school websites.

a. The district regards photographs as a category of directory information 
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that would not generally be considered harmful or an invasion of privacy if 
disclosed. Therefore, a student's photograph, together with the student’s 
name, may be published on district or school websites unless the 
student's parent/guardian has notified the district in writing to not release 
the student's photograph without prior written consent, in accordance with 
BP/AR 5125.1 - Release of Directory Information.

3. If students' names are not included, photographs of individual students or groups 
of students, such as at a school event, may be published on school or district 
websites.

4. Employees' home addresses, personal telephone numbers, and personal email 
addresses shall not be posted on district or school websites.

5. The home address or telephone number of any elected or appointed official 
including, but not limited to, a Board member or public safety official, shall not be 
posted on district or school websites without the prior written permission of that 
individual.  (Government Code 3307.5, 6254.21, 6254.24)

6. No public safety official shall be required to consent to the posting on the Internet 
of their photograph or identity as a public safety officer for any purpose if that 
officer reasonably believes that the disclosure may result in a threat, harassment, 
intimidation, or harm to the officer or his/her family.  (Government Code 3307.5)

Digital SSL Certificates

1. All traffic from websites and web applications shall be encrypted in transit with a 
digital certificate.

2. The IT Department shall maintain documentation of guidelines for minimum 
security features of SSL certificates.

a. The SSL Certificate Guidelines shall be reviewed at least annually.

3. All private keys will be stored in a restricted location.

4. All digital certificates shall minimally utilize NIST standards or higher for key size 
and encryption algorithms. (NIST SP 800-52)
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5. For public facing sites, a certificate purchase from a publicly trusted CA shall be 
used.

a. The IT Department shall purchase or approve purchasing of all CA 
certificates used by the district.

6. For internal websites accessed only via San Diego Unified School District assets, 
the district Root Certificate Authority may be used as the CA.

Protocols

1. SSL 2.0 and SSL 3.0 may not be used for any San Diego Unified School District 
websites.

2. TLS 1.0 and TLS 1.1 may be used only for websites hosted on or used by legacy 
systems that do not contain Confidential, Highly Confidential, or PII data. 

a. Best efforts should be made to retire or upgrade legacy systems that do 
not support TLS 1.2 or higher.

3. TLS 1.2 must be supported on all systems capable of supporting it.

4. TLS 1.3 should be supported unless there is a compelling reason not to allow it.

Cipher Suites

1. The IT Department shall maintain a list of approved cipher suites.

a. The list of approved cipher suites must minimally meet FIPS 140-2 
standards.

b. The list of approved cipher suites should be compiled from industry 
standard sources.

c. Any ciphers that have been deprecated due to newly discovered 
vulnerabilities should be removed as quickly as feasible, rather than 
waiting for an update to FIPS or other guidance documentation.
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d. The list of approved ciphers shall be reviewed at least annually.

2. Weak ciphers shall be removed from all San Diego Unified School District web 
servers in accordance with the Vulnerability Management Policy

Compliance

Compliance Measurement

The Information Security team will verify compliance to this policy through various
methods, including but not limited to, periodic walk-thrus, video monitoring, business 
tool reports, internal and external audits, and feedback to the IT management.

Non-Compliance

Failure to abide by this policy may result in progressive discipline in accordance with the 
applicable employee collective bargain agreement or employment regulations.

Exceptions

Any exception to the policy must be approved by IT management in advance. 
Exceptions related to content must be approved by the Communications Department.

Distribution

This policy is to be distributed to all SDUSD employees.

Appendix A: Acronyms and Abbreviations

CA Certificate Authority

CMS Content Management System

FIPS Federal Information Processing Standards

IT Information Technology
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ITD Integrated Technology Division

NIST National Institute of Standards and Technology

SDUSD San Diego Unified School District

SSL Secure Socket Layer

TLS Transport Layer Protocol

Appendix B: Glossary

Asset Anything that has value to an organization, including, but not limited to, 
another organization, person, computing device (e.g., computers, 
laptops, tablets, cellphones, MFA tokens), information technology (IT) 
system, IT network, IT circuit, software (both an installed instance and a 
physical instance), virtual computing platform (common in cloud and 
virtualized computing), and related hardware (e.g., locks, cabinets, 
keyboards).

Certificate Authority A trusted organization that issues digital certificates for encryption. A 
Publicly Trusted Certificate Authority is one that web browsers trust by 
default, e.g., Verisign, Godaddy, etc.

Content 
Management System

A platform for building and deploying websites that affords uniform style, 
security, and accessibility features.

Federal Information 
Processing 
Standards

Minimum data security standards set by the federal government that all 
federal agencies and federal contractors must adhere to. FIPS 
publication 140-2, Security Requirements for Cryptographic Modules, 
governs the minimum requirements for cryptographic modules that 
cipher suites are based on.

IT Management Manager of any of the teams in the Information Technology Division.

ITD Management Integrated Technology Division Director and Executive Director.

National Institute of 
Standards and 
Technology

US government agency that sets technological and industrial standards.
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Secure Socket Layer A deprecated encryption technology used for establishing encrypted 
connections across the internet. Modern cryptographic protocols are 
built on SSL and still use SSL certificates.

Servers A device or system that provides resources, data, services, or programs 
to other devices on either a local area network or wide area network. 
Servers can provide resources and use them from another system at 
the same time. Examples include web servers, application servers, mail 
servers, and file servers.

Transport Layer 
Protocol

A cryptographic protocol that provides end-to-end encryption for data 
sent across the internet.

User Employees (both on-site and remote), third-party vendors, contractors, 
service providers, consultants, students, or any other user that operates 
an enterprise asset.

Appendix C: References and Resources

Policy Reference Disclaimer: These references are not intended to be part of the policy 
itself, nor do they indicate the basis or authority for the board to enact this policy. 
Instead, they are provided as additional resources for those interested in the subject 
matter of the policy. 

State Description
Ed. Code 49073.6 Student records; social media
Ed. Code 51006 Computer education and resources
Ed. Code 51007 Programs to strengthen technological skills
Ed. Code 60044 Prohibited instructional materials
Pen. Code 313 Harmful matter
Pen. Code 502 Computer crimes; remedies
Pen. Code 632 Eavesdropping on or recording confidential 

communications
Pen. Code 653.2 Electronic communication devices; threats to safety
Federal Description
15 USC 6501-6506 Children's Online Privacy Protection Act
16 CFR 312.1-312.12 Children's Online Privacy Protection Act
20 USC 7101-7122 Student Support and Academic Enrichment Grants
20 USC 7131 Internet Safety
47 CFR 54.520 Internet safety policy and technology protection 

measures; E-rate discounts

6



BP 3936
Business and Non-Instructional Operations

WEB SECURITY POLICY

47 USC 254 Universal service discounts (E-rate)
PL 101-336 Americans With Disabilities Act
Management Resources Description
Court Decision New Jersey v. T.L.O. (1985) 469 U.S. 325
CSBA Publication Cyberbullying:  Policy Considerations for Boards, Policy 

Brief, July 2007
Federal Trade Commission 
Publication

How to Protect Kids' Privacy Online:  A Guide for 
Teachers, December 2000

NIST 800-52 Guidelines for TLS Implementations
FIPS 140-2 Security Requirements for Cryptographic Modules
Website CSBA District and County Office of Education Legal 

Services
Website California Coalition for Children's Internet Safety
Website Center for Safe and Responsible Internet Use
Website Federal Trade Commission, Children's Online Privacy 

Protection
Website American Library Association
Website Federal Communications Commission
Website California Department of Education
Website U.S. Department of Education
Website CSBA

Cross References

Number     Description
3581.14     Information Security
3589.1        IOT Device
3911           Service Provider Management
3912           Network Infrastructure Management and Monitoring
3914           Communications and Equipment
3915           Data Recovery
3916           Wireless Communication
3917           Technology Equipment Disposal
3918           Software Installation
3919           Server Security
3920           Security Awareness
3921           Router and Switch Security
3922           Information Logging Standard
3923           End User Encryption Key Protection
3924           Emergency and Disaster Response Planning
3925           Digital Signature Acceptance
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https://legalservices.csba.org/
https://legalservices.csba.org/
http://www.cybersafety.ca.gov
https://www.ewa.org/organization/center-safe-and-responsible-internet-use
http://www.ftc.gov/privacy/privacyinitiatives/childrens.html
http://www.ftc.gov/privacy/privacyinitiatives/childrens.html
http://www.ala.org
http://www.fcc.gov
http://www.cde.ca.gov
http://www.ed.gov
http://www.csba.org
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3926           Database Credentials
3927           Application Software Security
3928           Risk Assessment and Acceptance
3929           Malware Defense
3930           Cyber Security Incident Management
3931           Internet Usage
3932           Data Management
3933           Account and Credential Management
3934           Secure Configuration of Assets and Software
3935           Asset Management
3936           Web Security
3937           Vulnerability Management
3938           Removable Media
3939           Remote Access
3940           Cyber Security Data Breach
3941           Clean Desk
3942           Audit Log Management
4040           Employee Use of Technology
6163.4        Student Use of Technology
6163.6        Acceptable Use
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