BP 3934

Business and Non-Instructional Operations

SECURE CONFIGURATION OF ASSETS AND SOFTWARE POLICY

Policy Statements

Secure Configuration of Assets

Plan
1. Configuration guidelines must be selected based on either vendor-provided
hardening requirements or industry standards (e.g., Center for Internet Security
(CIS) Benchmarks ™).
a. A set of secure configurations must be selected for all operating systems
or applications before they are used by the San Diego Unified School
District.
b. A set of secure configurations must be selected for all cloud platforms or
third-party services before they are used by the San Diego Unified School
District.
C. A set of secure configurations must be selected for all network appliances
before they are used by the San Diego Unified School District.
d. If configuration guidelines are not available for a particular technology, The
IT Department must research appropriate security configurations before
using the product to develop a configuration template for this technology.
Implement
1. Every operating system, application, and device deployed in the district network

must be appropriately configured and meet security requirements for their
individual purposes.

Automatic session expirations must be configured for operating systems
and applications where supported, with the period not exceeding 15
minutes.

(1)  For mobile end-user devices, the automatic session expiration
period must not exceed 2 minutes.
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b.

All San Diego Unified School District laptops and workstations must
utilize a host-based firewall or port-filtering tool, with a default-deny rule.

Servers must utilize either a virtual firewall, operating system firewall, or a
third-party firewall agent enabled and appropriately configured in
accordance with the enterprise’s standards.

Default accounts shipped with operating systems and software, such as
root, administrator, and other pre-configured vendor accounts must be
appropriately disabled or configured to prevent unauthorized access (e.g.,
unauthorized password change).

Operating systems must be configured to automatically update, unless an
alternative approved patching process is used.

Applications must be configured to automatically update, unless an
alternative approved patching process is used.

All software authorized for use within the district must be currently
supported by the developer.

(1) Browsers used on all user systems must be currently supported by
the developer.

(2) Email clients used on all user systems must be fully supported by
the developer.

IT must ensure that detailed audit logging is enabled for user devices.

IT must ensure that sufficient space is available on San Diego Unified
School District assets to collect and maintain audit logs.

All instances of the Windows Operating System must disable autorun and
autoplay functionality from executing on removable media.

2. Every cloud platform deployed must be appropriately configured in accordance
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with enterprise standards and meet security requirements for their individual
purpose.

a. IT must configure cloud platforms to enable detailed audit logging.

3. Every network appliance deployed in the enterprise must be appropriately
configured and meet security requirements for their individual purpose.

a. Automatic session expirations must be configured for network appliances.

b. Default accounts shipped with network appliances, such as root,
administrator, and other pre-configured vendor accounts must be
appropriately disabled or configured to prevent inappropriate access (e.g.,
password change).

C. All ports, protocols, and services not required to support operations must
be disabled where possible.

d. Domain Name System (DNS) filtering services must be used on all San
Diego Unified School District assets to block access to known malicious
domains.

e. District assets must use district controlled DNS services.

f. IT must configure network appliances to have detailed audit logging
enabled.

g. IT must ensure that sufficient space is available to collect and maintain
audit logs.

h. All network devices and other infrastructure must be configured to
automatically update, unless an alternative approved patching process is
used.

i. San Diego Unified School District must only use up-to-date network
management protocols (e.g., Secure Shell (SSH)).

J- Remote Wipe Capability must be enabled, where possible, on
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Monitor

1. Securely configured technologies must be monitored to ensure they remain in
compliance with approved configurations.

Modify
1. The approved secure configuration guidance for a technology must be updated in
a timely manner when a significant update occurs. Significance should be

defined by San Diego Unified School District standards and thresholds.

2. All protocols and tools used to install, modify, or otherwise manage technology
configurations must be approved by the IT Department.

Software Asset Management

Procurement

1. Procured software must be approved by the IT Department.

Installation

1. Any software installed on San Diego Unified School District assets, alongside

other relevant information within the software asset, must be recorded within the
software inventory. This must include:

a. Title of software.

b. Developer or publisher of software.
C. Date of acquisition.

d. Date of installation.

e. Duration of usage.
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7.
Usage

1.

f. Business purpose.

g. App Store(s).

h. Version(s).

i. Uniform Resource Locator (URL).

j- Deployment mechanism.

K. End-of-support (EoS) date, if known.

l. End-of-life (EoL) date, if known.

m. Any relevant licensing information.

n. Decommission date.

Only software that has been approved by IT may be installed.

Only currently supported software may be installed. If software is unsupported,
yet necessary for the fulfillment of the district’s mission, an exception detailing
mitigating controls and residual risk acceptance must be documented in the Risk
Registry.

The software inventory must be checked for end of life software at least monthly.

IT must verify the software asset inventory at least annually.

Only cloud services that have been approved by IT may be used within the
enterprise.

Mobile devices may only obtain software from official app stores.

In general, refer to the district’s Acceptable Use Policy.
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2. Technical controls must be used to ensure that only authorized software can be
executed.
3. Technical controls must be used to ensure that only authorized libraries may be
loaded.
4. Technical controls must be used to ensure that only authorized scripts may be
executed.
5. Technical controls must be reassessed at least bi-annually.
Discovery
1. IT must review all software installed on San Diego Unified School District assets
at least monthly.
a. All installed software on enterprise assets must be reported to IT on a
regular basis.
b. All newly discovered software must be checked against the list of
approved software in the software asset inventory.
2. Identified software not included within this inventory must be investigated as the

software may be unauthorized.

a. Assets containing unauthorized software must be removed from the
network unless temporary access is granted by the IT Department.

b. The presence of unauthorized software must be properly investigated.

C. All newly discovered (authorized) software must be added to the software
inventory.

d. Unauthorized software must be:

(1)  Removed from use;

(2)  Receive a documented exception; or
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(3) Be added to the software asset inventory.

3. A software discovery tool must be used to identify and document installed
software.

Update and Upgrade

1. All updates and upgrades must be approved by the IT Department prior to
installation.

2. The IT Department configuring a device for automatic updates, or directing users
to do so, constitutes a tacit approval.

Removal

1. Software to be decommissioned must be removed from all San Diego Unified
School District assets.

2. Assets containing retired software must be protected with additional defensive
mitigations, such as removal from the network or isolation.

3. IT must make a copy of the user data as needed.

4. Ensure that any retired software did not store data in other servers or cloud
infrastructure not owned by the district.

Policy Review

1. This policy must be reviewed at least annually by IT Management or whenever
significant changes occur in the district’s information systems or the wider threat
landscape.

Email and Web Browser Protections

1. Only fully supported browsers and email clients may be used.

a. The latest version of browsers and email clients should be used.
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2. DNS Filtering Services must be used to block access to known malicious
domains.

3. Network-Based URL Filters must be used to block access to potentially malicious
or unapproved websites.
a. Network-Based URL Filters must be kept updated.

4. Unnecessary or unauthorized browser and email client extensions should be
disabled.

5. Domain Message Authentication Reporting and Compliance policy and
verification must be implemented.
a. Sender Policy Framework must be implemented.
b. Domain Keys Identified Mail must be implemented.

6. Email gateway filtering must be used to block unnecessary file types.

7. Email gateway filtering must perform anti-malware protection scans.

Compliance

Compliance Measurement

The Information Security team will verify compliance to this policy through various
methods, including but not limited to, periodic walk-thrus, video monitoring, business
tool reports, internal and external audits, and feedback to the IT management.

Non-Compliance

Failure to abide by this policy may result in progressive discipline in accordance with the
applicable employee collective bargain agreement or employment regulations.

Exceptions
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Any exception to the policy must be approved by IT Management in advance.

Distribution

This policy is to be distributed to all San Diego Unified School District employees.

Appendix A: Acronyms and Abbreviations

CIS

CIS Benchmarks

CIS Controls

CIS-CAT

IT

SDUSD

SSH

Center for Internet Security

Center for Internet Security Benchmarks

Center for Internet Security Critical Security Controls
Center for Internet Security Configuration Assessment Tool
Information Technology

San Diego Unified School District

Secure Shell

Appendix B: Glossary

Asset

Asset Inventory

Asset Owner

End-User Devices

Anything that has value to an organization, including, but not
limited to, another organization, person, computing device (e.g.,
computers, laptops, tablets, cellphones, MFA tokens), information
technology (IT) system, IT network, IT circuit, software (both an
installed instance and a physical instance), virtual computing
platform (common in cloud and virtualized computing), and
related hardware (e.g., locks, cabinets, keyboards).

An asset inventory is a register, repository or comprehensive list
of an enterprise’s assets and specific information about those
assets.

The department, business unit, or individual responsible for an
enterprise asset.

Information technology (IT) assets used among members of an
enterprise during work, off-hours, or any other purpose. End-user
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IT Department

IT Management

Mobile End-User
Devices

Network Devices

Remote Devices

SDUSD Assets

Servers

User

devices include mobile and portable devices such as laptops,
smartphones, and tablets as well as desktops and workstations.
For the purpose of this document, end-user devices are a subset
of enterprise assets.

Information Technology organization within the SDUSD.

Manager of any of the teams in the Information Technology
Division.

Small, enterprise-issued end-user devices with intrinsic wireless
capability, such as smartphones and tablets. Mobile end-user
devices are a subset of portable end-user devices, including
laptops, which may require external hardware for connectivity.
For the purpose of this document, mobile end-user devices are a
subset of end-user devices.

Electronic devices required for communication and interaction
between devices on a computer network. Network devices
include wireless access points, firewalls, physical/virtual
gateways, routers, and switches. These devices consist of
physical hardware as well as virtual and cloud-based devices.
For the purpose of this document, network devices are a subset
of enterprise assets.

Any enterprise asset capable of connecting to a network
remotely, usually from the public internet. This can include
enterprise assets such as end-user devices, network devices,
non-computing/Internet of Things (IoT) devices, and servers.

Assets owned by SDUSD.

A device or system that provides resources, data, services, or
programs to other devices on either a local area network or wide
area network. Servers can provide resources and use them from
another system at the same time. Examples include web servers,
application servers, mail servers, and file servers.

Students, Employees (both on-site and remote), third-party
vendors, contractors, service providers, consultants, or any other
user that operates an enterprise asset.

Appendix C: References and Resources
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Policy Reference Disclaimer: These references are not intended to be part of the policy
itself, nor do they indicate the basis or authority for the board to enact this policy.
Instead, they are provided as additional resources for those interested in the subject

matter of the policy.

State

Ed. Code 49073.6
Ed. Code 51006
Ed. Code 51007
Ed. Code 60044
Pen. Code 313
Pen. Code 502
Pen. Code 632

Pen. Code 653.2
Federal

15 USC 6501-6506
16 CFR 312.1-312.12
20 USC 7101-7122
20 USC 7131

47 CFR 54.520

47 USC 254
Management Resources
Court Decision

CSBA Publication

Federal Trade Commission
Publication
Website

Website
Website
Website

Website
Website
Website
Website
Website

Cross References

Description

Student records; social media

Computer education and resources

Programs to strengthen technological skills
Prohibited instructional materials

Harmful matter

Computer crimes; remedies

Eavesdropping on or recording confidential
communications

Electronic communication devices; threats to safety
Description

Children's Online Privacy Protection Act

Children's Online Privacy Protection Act

Student Support and Academic Enrichment Grants
Internet Safety

Internet safety policy and technology protection
measures; E-rate discounts

Universal service discounts (E-rate)

Description

New Jersey v. T.L.O. (1985) 469 U.S. 325
Cyberbullying: Policy Considerations for Boards, Policy
Brief, July 2007

How to Protect Kids' Privacy Online: A Guide for
Teachers, December 2000

CSBA District and County Office of Education Legal
Services

California Coalition for Children's Internet Safety
Center for Safe and Responsible Internet Use
Federal Trade Commission, Children's Online Privacy
Protection

American Library Association

Federal Communications Commission

California Department of Education

U.S. Department of Education

CSBA
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https://legalservices.csba.org/
https://legalservices.csba.org/
http://www.cybersafety.ca.gov
https://www.ewa.org/organization/center-safe-and-responsible-internet-use
http://www.ftc.gov/privacy/privacyinitiatives/childrens.html
http://www.ftc.gov/privacy/privacyinitiatives/childrens.html
http://www.ala.org
http://www.fcc.gov
http://www.cde.ca.gov
http://www.ed.gov
http://www.csba.org
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Number Description

3581.14 Information Security

3589.1 IOT Device

3911 Service Provider Management

3912 Network Infrastructure Management and Monitoring
3913 Acceptable Encryption

3914 Communications and Equipment
3915 Data Recovery

3916 Wireless Communication

3917 Technology Equipment Disposal
3918 Software Installation

3919 Server Security

3920 Security Awareness

3921 Router and Switch Security

3922 Information Logging Standard

3923 End User Encryption Key Protection
3924 Emergency and Disaster Response Planning
3925 Digital Signature Acceptance

3926 Database Credentials

3927 Application Software Security

3928 Risk Assessment and Acceptance
3929 Malware Defense

3930 Cyber Security Incident Management
3931 Internet Usage

3932 Data Management

3933 Account and Credential Management
3935 Asset Management

3936 Web Security

3937 Vulnerability Management

3938 Removable Media

3939 Remote Access

3940 Cyber Security Data Breach

3941 Clean Desk

3942 Audit Log Management

4040 Employee Use of Technology

6163.4 Student Use of Technology

6163.6 Acceptable Use
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Policy SAN DIEGO UNIFIED SCHOOL DISTRICT
adopted: June 25, 2024 San Diego, California
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