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Policy Statements

Onboarding
1. IT must maintain procedures for modifying access, permissions, and roles to user
accounts.
a. Newly created accounts must be represented within this process.
b. Changing user roles must be included in this process.
C. The permissions granting process must enforce the principle of least
privilege.
d. Unnecessary default or generic accounts must be changed before a new

system is deployed on the San Diego Unified School District network.

Account Creation

1. IT must develop procedures for creating accounts and assigning privileges.Initial
or role-change privileges may be assigned through ERP sync to a centralized
identity directory.

2. Administrator privileges must only be provided to administrative accounts for

servers and applications.

a. Administrator and privileged accounts must only be used for appropriate
installation and maintenance tasks; not for daily use.

b. Administrator accounts must be unique and assigned to a specific
individual, unless technically constrained by a system or application.

3. Users may be granted local administrator privileges for workstations when
necessary to perform job functions.

4. It is the responsibility of IT to maintain an account inventory user and
administrator accounts. At a minimum the account inventory must contain the
following data for each account:
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a. Person's name

b. Account name

C. Date of employment start and stop

d. Department unit

e. Account status (e.g. enabled, disabled)
f. Review date

It is the responsibility of IT to maintain an account inventory of service accounts.
At a minimum the account inventory must contain the following data for each
account:

a. Department owner
b. Review date
C. Purpose

Account inventories and permissions must be reviewed at least quarterly.
Every staff, POl and student is created in one the following ERP systems:
a. PeopleSoft

b. PowerSchool

Any service, shared or generic account created must be approved by IT
management.

Any administrative account created must be approved by IT management.
Any unlinked system must be approved by the IT department.

a. Any unlinked system must have a written account management strategy
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approved by the IT department.

Credential Creation and Issuance

1. All passwords must be unique.
a. Passwords created by users must not also be used for personal accounts.
b. Passwords must not be shared by users.

2. Passwords created for student accounts must be at a minimum 8 characters
long.

3. Passwords created for use with multifactor authentication must be at a minimum

8 characters long.

4. Passwords created for use without multifactor authentication must be at a
minimum 14 characters long.

5. Passwords created for service accounts must be at a minimum 32 characters
long.
6. Password may use any Unicode characters.

7. When configurable:

a. password may not require any caps/special characters,

b. users should be allowed to create passwords up to at least 64 characters
in length,

C. passwords that use repeated or sequential characters should be rejected,

d. context-specific words (name of the organization, user’s name, etc) should
not be permitted

e. and user password training should encourage to use of passphrases

instead of passwords.
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Account and Credential Usage

1. Authentication is required for all users connecting to internal systems.

2. All default user passwords must be changed at the first login.

Access Control

1. Establish and maintain an inventory of the enterprise’s authentication and
authorization systems, including those hosted on-site or at a remote service
provider. Review and update the inventory, at a minimum, annually, or more

frequently.

2. All users must use multifactor authentication to access externally facing
applications when possible.

3. All users must use multifactor authentication to access applications hosted by a
third-party service provider, where supported.

4. All remote users must use multifactor authentication to access internal systems
and applications.

5. Multifactor authentication is required for all administrative accounts where
supported, whether managed on-site or through a third-party provider.

6. Multifactor authentication is required for all administrative access accounts,
where supported, on all enterprise assets, whether managed on-site or through a
third-party provider.

7. Centralize access control for all enterprise assets through a directory service or
SSO provider, where supported.

8. User access should use RBAC where supported. RBAC must be reviewed at
least annually.

9. Access control reviews should be performed periodically to validate that all
privileges are authorized.
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10. Automatic Device Lockout

a. Laptops must lock after a maximum of 20 attempts.
b. Tablets and smart phones must lock after a maximum of 10 attempts.
Monitor

Policy compliance monitoring will be facilitated by the SIEM tool.

Access Modification

1. All user accounts that have not been accessed within 180 days of creation must
be disabled.

2. Dormant user accounts must be disabled after 45 days of inactivity.

3. Accounts of individuals on extended leave, as defined by human resources, must

have non-essential privileges removed.

4. The Account Creation and Account Termination procedures must include the
ability to change a user’s role.

Access Revocation

1. IT must develop procedures for revoking account access.
a. Termination of employees must be included in this process.

2. All user credentials must be revoked immediately upon employee separation.
a. Password self-service mechanisms for users must not allow them to

re-enable their own account.
Compliance

Compliance Measurement
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The Information Security team will verify compliance to this policy through various
methods, including but not limited to, periodic walk-thrus, video monitoring, business
tool reports, internal and external audits, and feedback to the IT management.
Distribution

This policy is to be distributed to all San Diego Unified School District employees.

Appendix A: Acronyms and Abbreviations

IT Information Technology

ITD Integrated Technology Division

POI Person of Interest

RBAC Role Based Access Control

SDUSD San Diego Unified School District

SIEM Security Incident and Event Management

Appendix B: Glossary

Asset Anything that has value to an organization, including, but not
limited to, another organization, person, computing device (e.g.,
computers, laptops, tablets, cellphones, MFA tokens), information
technology (IT) system, IT network, IT circuit, software (both an
installed instance and a physical instance), virtual computing
platform (common in cloud and virtualized computing), and
related hardware (e.g., locks, cabinets, keyboards).

Cloud environment  An offsite virtual environment that provides convenient,
on-demand network access to a shared pool of configurable
resources such as network, computing, storage, applications, and
services. There are five essential characteristics to a cloud
environment: on-demand self-service, broad network access,
resource pooling, rapid elasticity, and measured service. Some
services offered through cloud environments include Software as
a Service (SaaS), Platform as a Service (PaaS), and
Infrastructure as a Service (laaS).
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Generic Account

Least privileges

Person of Interest

Risk Registry

SDUSD assets
SDUSD employees

Service Account

Shared Account

Unlinked System

User

Virtual Environment

Internal Systems

A user account that can be used by more than one user including
guests and kiosk users.

Granting any users account or processes only those privileges
which are essentially vital to perform its intended functions.

Non W-2 employees that require accounts to access SDUSD
assets such as volunteers and contractors.

List of risks accepted by IT Management in accordance with the
Risk Assessment and Acceptance Policy.

Assets owned by SDUSD.
All W-2 employees, POls and contractors.

A service account is a computer account that is not uniquely
owned by an individual user. Typically used to run a given
service.

A user account is assigned for one specific role that can be used
by designated users.

A system where access control is not connected to a district-wide
identity platform.

Students and Employees (both on-site and remote), third-party
vendors, contractors, service providers, consultants, or any other
user that operates an enterprise asset.

Simulates hardware to allow a software environment to run
without the need to use a lot of actual hardware. Virtual
environments are used to make a small number of resources act
as many with plenty of processing, memory, storage, and network
capacity. Virtualization is a fundamental technology that allows
cloud computing to work.

The non-public internal computer systems of SDUSD that are
used in connection with business or operations, including
computer hardware systems, software applications, networking
devices, and embedded systems.

Appendix C: References and Resources
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Policy Reference Disclaimer: These references are not intended to be part of the policy
itself, nor do they indicate the basis or authority for the board to enact this policy.
Instead, they are provided as additional resources for those interested in the subject

matter of the policy.

State

Ed. Code 49073.6
Ed. Code 51006
Ed. Code 51007
Ed. Code 60044
Pen. Code 313
Pen. Code 502
Pen. Code 632

Pen. Code 653.2
Federal

15 USC 6501-6506
16 CFR 312.1-312.12
20 USC 7101-7122
20 USC 7131

47 CFR 54.520

47 USC 254
Management Resources
Court Decision

CSBA Publication

Federal Trade Commission
Publication
Website

Website
Website
Website

Website
Website
Website
Website
Website

Description

Student records; social media

Computer education and resources

Programs to strengthen technological skills
Prohibited instructional materials

Harmful matter

Computer crimes; remedies

Eavesdropping on or recording confidential
communications

Electronic communication devices; threats to safety
Description

Children's Online Privacy Protection Act

Children's Online Privacy Protection Act

Student Support and Academic Enrichment Grants
Internet Safety

Internet safety policy and technology protection
measures; E-rate discounts

Universal service discounts (E-rate)

Description

New Jersey v. T.L.O. (1985) 469 U.S. 325
Cyberbullying: Policy Considerations for Boards, Policy
Brief, July 2007

How to Protect Kids' Privacy Online: A Guide for
Teachers, December 2000

CSBA District and County Office of Education Legal
Services

California Coalition for Children's Internet Safety
Center for Safe and Responsible Internet Use
Federal Trade Commission, Children's Online Privacy
Protection

American Library Association

Federal Communications Commission

California Department of Education

U.S. Department of Education

CSBA



https://legalservices.csba.org/
https://legalservices.csba.org/
http://www.cybersafety.ca.gov
https://www.ewa.org/organization/center-safe-and-responsible-internet-use
http://www.ftc.gov/privacy/privacyinitiatives/childrens.html
http://www.ftc.gov/privacy/privacyinitiatives/childrens.html
http://www.ala.org
http://www.fcc.gov
http://www.cde.ca.gov
http://www.ed.gov
http://www.csba.org
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Cross References

Number Description

3581.14 Information Security

3589.1 IOT Device

3911 Service Provider Management

3912 Network Infrastructure Management and Monitoring
3913 Acceptable Encryption

3914 Communications and Equipment
3915 Data Recovery

3916 Wireless Communication

3917 Technology Equipment Disposal
3918 Software Installation

3919 Server Security

3920 Security Awareness

3921 Router and Switch Security

3922 Information Logging Standard

3923 End User Encryption Key Protection
3924 Emergency and Disaster Response Planning
3925 Digital Signature Acceptance

3926 Database Credentials

3927 Application Software Security

3928 Risk Assessment and Acceptance
3929 Malware Defense

3930 Cyber Security Incident Management
3931 Internet Usage

3932 Data Management

3934 Secure Configuration of Assets and Software
3935 Asset Management

3936 Web Security

3937 Vulnerability Management

3938 Removable Media

3939 Remote Access

3940 Cyber Security Data Breach

3941 Clean Desk

3942 Audit Log Management

4040 Employee Use of Technology

6163.4 Student Use of Technology
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6163.6 Acceptable Use
Policy SAN DIEGO UNIFIED SCHOOL DISTRICT
adopted: June 25, 2024 San Diego, California
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