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Policy Statements

Data Inventory

1.

IT must create a data inventory and review and update it on an annual basis or
when significant change occurs.

a. All Confidential and Highly Confidential data must be marked accordingly
in the data inventory.

b. A data owner must be associated with all data tracked within the inventory.
C. Data with specific data retention needs must be labeled accordingly.
All data owners are required to contact IT upon the creation of, or obtaining,

Confidential or Highly Confidential data to ensure the data is tracked within the
data inventory.

Data Retention Classes (CCR Tit. 5 § 59026)

1.

All records must be classified by year end of a fiscal year in which they are
created. Any records not classified by the end of the fiscal year are automatically
classified as class 2 pending further review and classification which must occur
within one year.

Class 1 - Permanent Records

a. Stored in perpetuity until reclassification.

Class 2 - Optional Records

a. Stored in perpetuity until reclassification.

Class 3 - Disposable Records

a. Stored until 3rd July 1st or fiscal year following all legally required audits.

b. If no audits are required then they are stored until the 3rd July 1st
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following the year they are classified as Class 3 disposable records.

5. Continuing Records
a. Records that are not classified until their usefulness ends.
b. When their usefulness ends they are reclassified to Class 1, Class 2 or
Class 3.

Student Records (CCR Tit. 5 § 432)

1. Mandatory Permanent Student Records - Class 1 Permanent records retention
classification.

a. Legal name of student.
b. Date of birth.
C. Method of verification of birth date.
d. Sex of student.
e. Place of birth.
f. Name and address of parent of minor student.
(1)  Address of minor student if different than the above.

(2)  An annual verification of the name and address of the parent and
the residence of the student.

g. Entering and leaving date of each school year and for any summer
session or other extra session.

h. Subjects taken during each year, half-year, summer session, or quarter.

i If marks or credit are given, the mark or number of credits toward
graduation allows for work taken.
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- Verification of or exemption from required immunizations.
k. Date of high school graduation or equivalent.

2. Mandatory Interim Student Records - Continuing records retention classification
a. A log or record identifying those persons (except authorized school

personnel) or organizations requesting or receiving information from the
record. The log or record shall be accessible only to the legal parent or
guardian or the eligible student, or a dependent adult student, or an adult
student, or the custodian of records.

b. Health information, including Child Health Developmental Disabilities
Prevention Program verification or waiver.

C. Participation in special education programs including required tests, case
studies, authorizations, and actions necessary to establish eligibility for
admission or discharge.

d. Language training records.

e. Progress slips and/or notices related to student grades, failure, or
unexcused absences sent to parents.

f. Parental restrictions regarding access to directory information or related
stipulations.

g. Parent or adult student rejoinders to challenged records and to disciplinary
action.

h. Parental authorizations or prohibitions of student participation in specific
programs.

Results of standardized tests administered within the preceding three
years.
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3. Permitted Records - Any data retention classification except for Class 1
Permanent records.

a. Objective counselor and/or teacher ratings.

b. Standardized test results older than three years.
C. Routine discipline data.

d. Verified reports of relevant behavioral patterns.
e. All disciplinary notices.

f. Attendance records

Data Retention Classification
Mandatory Classification of Specific Records

1. Class 1 - Permanent Records. The following records must be classified as class
1 records:

a. The following annual reports:
(1)  Official budget.

(2) Financial report of all funds, including cafeteria and student body
funds.

(3)  Audit of all funds.

(4) Full-time equivalent student, including Period 1 and Period 2
reports.

(5)  Other major annual reports, including:

(@)  Annual reports containing information relating to property,
activities, financial condition, or transactions.
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(b)  Annual reports declared by board minutes to be permanent.

b. The following official actions:

(1)
(2)

(3)

Minutes of the board or board committees.

Elections for a board member, the board member's recall, issuance
of bonds.

Records transmitted by another agency that pertain to that agency's
action with respect to district reorganization.

C. The following personnel records of employees:

(1)
(2)

All detail records relating to employment.

In lieu of the detailed records, a complete proven summary payroll
record for every employee of the school district containing the same
data may be classified as Class 1-Permanent.

d. The following student records:

(1)
(2)

The records of enroliment and scholarship for each student.

All records pertaining to any accident or injury involving a student
for which a claim for damages has been filed as required by law,
including any policy of liability insurance relating thereto, except
that these records cease to be Class 1-Permanent records, one
year after the claim has been settled or after the applicable statute
of limitations has run.

e. Property Records:.

(1)
(2)

All detailed records relating to land, buildings, and equipment.

In lieu of such detail records, a complete property ledger may be
classified as Class 1-Permanent if the property ledger includes:
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(@)  Allfixed assets.

(b)  An equipment inventory.

(c) For each unit of property, the date of acquisition or
augmentation, the person from whom acquired, an adequate
description or identification, and the amount paid, and
comparable data if the unit is disposed of by sale, loss, or
otherwise.

2. Class 2 - Optional Records
All records must be classified by year end of a fiscal year in which they are created. Any
records not classified by the end of the fiscal year are automatically classified as class 2
pending further review and classification which must occur within one year.
3. Class 3 - Disposable Records
a. Records basic to audit, including those relating to attendance, full-time
equivalent student, or a business or financial transaction (purchase
orders, invoices, warrants, ledger sheets, canceled checks and stubs,
student body and cafeteria fund records, etc.), and detail records used in

the preparation of any other report; and

b. Periodic reports, such as daily, weekly, and monthly reports, bulletins, and
instructions.

Data Sensitivity Classification
1. Data must be classified as:
a. Public
b. Confidential

C. Highly Confidential
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(1) Pll, a subset of Highly Confidential Data

2. IT must review data sensitivity classification labels and their usage on an annual
basis.

Data Protection
1. IT must configure data access control lists on enterprise assets in accordance

with the user's need to know. This is to include laptops, smartphones, tablets,
centralized file systems, remote file systems, databases, and all applications.

a. Sensitive data must be encrypted on all user devices.

2. Automated tools must be used for DLP.
a. DLP Scans must be performed all on file shares and cloud file storage.
b. A Network DLP solution must be implemented to protect sensitive data

being processed and transmitted on the district network.

C. Service providers should implement DLP to protect sensitive SDUSD data
shared with them.

Data Handling
1. IT must develop and maintain a written data retention plan.

a. All data and documents must be preserved for the appropriate amount of
time as dictated by regulatory, legal, and business requirements.

2. Data owners must document data flows and provide documentation to the IT
department.

a. Data owners must update data flow documentation when changes are
made.

b. The IT department will maintain an inventory of data flow documentation
and review at least annually.
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3. Network segmentation should be used for processing and storage of sensitive
data.

4. Data access of sensitive data should be logged, including modification and
disposal.

Data Disposal

1. The IT Department, or other authorized parties, must destroy data that have
outlasted their specified retention timeframes.

2. Confidential, Highly Confidential, and PIl data destruction must be performed in a
manner that preserves confidentiality.

a. Reports, correspondence, and other printed media:

(1)  Shredding — Documents must be shredded using cross-cut
shredders.

(2)  Shredding Bins — Disposal must be performed using locked bins
located on-site using a district contracted shredding service.

b. HDDs, SSDs, Portable Media (e.g., DVDs, USB data storage devices),
and other magnetic media including printer and copier hard drives:

(1) Purge — Enhanced erase using federally-approved (NIST 800-88)
Secure Erase command in the ATA ANSI standard, Secure Erase
or Secure Trim eMMC commands, or SCSI Sanitize commands, if
supported.

(2) Physical Destruction — Crushing, disassembling, or degaussing the
asset to ensure no data can be extracted or recreated.

C. Tape Cartridges

(1) Degaussing — Using strong magnets or electric degaussing
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equipment to magnetically scramble the data on a hard drive into
an unrecoverable state, or

(2) Physical Destruction — Complete destruction of the tapes.

d. Third-party service provider systems (e.g., cloud services) must be
disposed of by first requesting the appropriate methods to permanently
delete data stored in their systems, and then performing those actions
according to the received instructions.

2. All destruction of data must be logged in the data inventory, when applicable.
a. IT must obtain proof of destruction if using a third-party disposal
contractor.
Compliance

Compliance Measurement

The Information Security team will verify compliance to this policy through various
methods, including but not limited to, periodic walk-thrus, video monitoring, business
tool reports, internal and external audits, and feedback to the IT management.

Non-Compliance

Failure to abide by this policy may result in progressive discipline in accordance with the
applicable employee collective bargain agreement or employment regulations.

Exceptions
Any exception to the policy must be approved by the IT management in advance.
Distribution
This policy is to be distributed to all San Diego Unified School District employees.

Appendix A: Acronyms and Abbreviations
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DLP
DVD
HDD
IT

IT Management

Pl
SDUSD
SSD

USB

Data Loss Prevention
Digital Video Discs
Hard Disc Drives
Information Technology

Manager of any of the teams in the Information Technology
Division

Personal Identifiable Information
San Diego Unified School District
Solid State Drives

Universal Serial Bus

Appendix B: Glossary

Asset

Cloud environment

Anything that has value to an organization, including, but not
limited to, another organization, person, computing device (e.g.,
computers, laptops, tablets, cellphones, MFA tokens), information
technology (IT) system, IT network, IT circuit, software (both an
installed instance and a physical instance), virtual computing
platform (common in cloud and virtualized computing), and
related hardware (e.g., locks, cabinets, keyboards).

An offsite virtualized environment that provides convenient,
on-demand network access to a shared pool of configurable
resources such as network, computing, storage, applications,
and services. There are five essential characteristics to a cloud
environment: on-demand self-service, broad network access,
resource pooling, rapid elasticity, and measured service. Some
services offered through cloud environments include Software as

10
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SDUSD assets

Class 1 (Permanent)
Records

Highly Confidential
Data

Confidential Data
Personally
Identifiable
Information

Public Information

Class 2 (Optional)
Records

Class 3 (Disposable)
Records

Continuing Records

Student Records

User

Virtual environment

a Service (SaaS), Platform as a Service (PaaS), and
Infrastructure as a Service (laaS).

Assets owned by SDUSD.

Records that must be preserved in perpetuity.

Confidential information of a highly sensitive nature that could
cause significant harm to SDUSD if it were released.

Data managed by SDUSD that is sensitive and not publicly
available.

Information that can be used to distinguish or trace an individual's
identity either directly or indirectly through linkages with other
information.

Data managed by SDUSD that is publicly available.

Records that must be preserved until it is reclassified.

Records that must be destroyed after the 3rd fiscal year in which
they are classified as Class 3 Records.

Records that must be preserved until their usefulness ends, after
which they are reclassified as Class 1, 2, or 3 records.

Records pertaining to a specific student.

Employees (both on-site and remote), third-party vendors,
contractors, service providers, consultants, or any other user that
operates a SDUSD asset.

Simulates hardware to allow a software environment to run
without the need to use a lot of actual hardware. Virtualized
environments are used to make a small number of resources act
as many with plenty of processing, memory, storage, and network
capacity. Virtualization is a fundamental technology that allows
cloud computing to work.

Appendix C: References and Resources

11



BP 3932

Business and Non-Instructional Operations

Data Management Policy

Policy Reference Disclaimer: These references are not intended to be part of the policy
itself, nor do they indicate the basis or authority for the board to enact this policy.
Instead, they are provided as additional resources for those interested in the subject

matter of the policy.

State

Ed. Code 49073.6
Ed. Code 51006
Ed. Code 51007
Ed. Code 60044
Pen. Code 313
Pen. Code 502
Pen. Code 632

Pen. Code 653.2
Federal

15 USC 6501-6506
16 CFR 312.1-312.12
20 USC 7101-7122
20 USC 7131

47 CFR 54.520

47 USC 254

CCRTit. 5§ 432

CCR Tit. 5 § 59026
Management Resources
Court Decision

CSBA Publication

Federal Trade Commission
Publication

NIST 800-88

Website

Website
Website
Website

Website
Website
Website

Description

Student records; social media

Computer education and resources

Programs to strengthen technological skills
Prohibited instructional materials

Harmful matter

Computer crimes; remedies

Eavesdropping on or recording confidential
communications

Electronic communication devices; threats to safety
Description

Children's Online Privacy Protection Act

Children's Online Privacy Protection Act

Student Support and Academic Enrichment Grants
Internet Safety

Internet safety policy and technology protection
measures; E-rate discounts

Universal service discounts (E-rate)

Varieties of Pupil Records

Retention and Destruction of Records - Retention Period
Description

New Jersey v. T.L.O. (1985) 469 U.S. 325
Cyberbullying: Policy Considerations for Boards, Policy
Brief, July 2007

How to Protect Kids' Privacy Online: A Guide for
Teachers, December 2000

Guidelines for Media Sanitation

CSBA District and County Office of Education Legal
Services

California Coalition for Children's Internet Safety
Center for Safe and Responsible Internet Use
Federal Trade Commission, Children's Online Privacy
Protection

American Library Association

Federal Communications Commission

California Department of Education
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https://legalservices.csba.org/
http://www.cybersafety.ca.gov
https://www.ewa.org/organization/center-safe-and-responsible-internet-use
http://www.ftc.gov/privacy/privacyinitiatives/childrens.html
http://www.ftc.gov/privacy/privacyinitiatives/childrens.html
http://www.ala.org
http://www.fcc.gov
http://www.cde.ca.gov
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Website
Website

U.S. Department of Education

Cross References

Number
3581.14
3589.1
3911
3912
3913
3914
3915
3916
3917
3918
3919
3920
3921
3922
3923
3924
3925
3926
3927
3928
3929
3930
3931
3933
3934
3935
3936
3937
3938
3939
3940
3941

CSBA
Description
Information Security
IOT Device

Service Provider Management

Network Infrastructure Management and Monitoring
Acceptable Encryption

Communications and Equipment

Data Recovery

Wireless Communication

Technology Equipment Disposal

Software Installation

Server Security

Security Awareness

Router and Switch Security

Information Logging Standard

End User Encryption Key Protection
Emergency and Disaster Response Planning
Digital Signature Acceptance

Database Credentials

Application Software Security

Risk Assessment and Acceptance

Malware Defense

Cyber Security Incident Management
Internet Usage

Account and Credential Management
Secure Configuration of Assets and Software
Asset Management

Web Security

Vulnerability Management

Removable Media

Remote Access

Cyber Security Data Breach

Clean Desk
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3942 Audit Log Management

4040 Employee Use of Technology

6163.4 Student Use of Technology

6163.6 Acceptable Use

Policy SAN DIEGO UNIFIED SCHOOL DISTRICT
adopted: June 25, 2024 San Diego, California
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