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Business and Non-Instructional Operations

CYBER SECURITY INCIDENT MANAGEMENT POLICY

Policy Statements

Plan

1. ITD must develop and maintain a written Incident Response Plan.

a. This process must be documented and approved by the Executive
Director IT.

b. This plan must include a process for responding to incidents.

c. Key roles and responsibilities must be assigned.

d. An incident manager and backup incident manager must be specifically
identified by name within the plan.

(1) If an external party is the incident manager, then one internal
individual must be specified to oversee the response process.

(2) Contact information must be recorded in the incident response
plan.

e. Any parties that need to be made aware of a security incident must have
contact information documented.

f. The plan must address any regulatory or other compliance requirements.

g. The plan must address communications.

(1) The primary mechanism for communication will be email or video
conferencing.

(2) The secondary mechanism for communication will be phone or text
messaging.

h. Incident response exercises must be conducted at least annually.
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(1) Exercises must test communication channels, decision making, and
workflows.

i. This Plan must include contact information for specific recipients to
receive incident reports from the Incident Manager.

(1) IT Department Directors

(2) Deputy Superintendent, Operations

(3) Senior Executive Director of Staff

(4) Risk Management Executive Director

(5) Legal Dept General Counsel

(6) Superintendent/Deputy Superintendent

(7) Board of Education President

(8) Managers of impacted IT Department teams

j. At a minimum, the incident response process must be reviewed on an
annual basis or following significant changes within the enterprise.

(1) This review may also occur following an incident or tabletop
exercise.

2. ITD must establish and maintain Security Incident Thresholds.

a. Thresholds must distinguish between Events and Incidents.

3. ITD must develop and maintain a written Incident Reporting Process for users to
report incidents.

a. This process must include:

(1) Primary and secondary methods for reporting.
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(a) Report to Help Desk at 619-209-4357.

(b) Send Email to: helpdesk@sandi.net.

(c) Incidents requiring confidential handling may be reported
directly to the Software Systems Coordinator, Director IT or
Executive Director IT.

(2) Minimum required information for incident reports, if known:

(a) Source of incident.

(b) Affected systems.

(c) Identification of threat.

(d) Date/Time of incident.

(e) Exposed PII.

(f) Containment of threat status.

(g) Feedback and recommended IR refinements.

(3) Incidents should be reported to the primary or secondary methods
of reporting within 1 hour of discovery.

(a) Initial notification of Incident manager and activation of
Incident Response Plan - 1 hour.

(b) Notify ITD Department Directors - 4 hours.

(c) Notify other Incident Report recipients - 24 hours.

b. At a minimum, the Incident Reporting Process must be reviewed on an
annual basis or following significant changes within the enterprise.

Detect
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1. EDR

a. Install EDR agent on all Windows endpoints.

b. Use automated deployment to install EDR agents.

c. Centrally manage EDR configuration.

d. 24/7 SOC monitoring of EDR events with critical alerts escalated to San
Diego Unified School District CIRT.

e. Send EDR events to SIEM.

2. SIEM

a. Install SIEM agent on all Windows servers.

b. Send firewall and networking logs to SIEM.

c. 24/7 SOC monitoring for SIEM events with critical alerts escalated to San
Diego Unified School District CIRT.

3. Users reporting compromised systems or accounts to the Helpdesk.

Respond

1. Execute Incident Response plan

a. When an incident is impacting systems or there is a threat of business
impact or data breach, the Incident Response Plan should be activated by
the San Diego Unified School District Cybersecurity Team.

2. A post-incident review must be conducted after any incident.

Update

1. At a minimum, the Cyber Security Incident Management Policy must be reviewed
on an annual basis or following significant changes within the enterprise.
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2. The Cyber Security Incident Management Policy should also be reviewed after a
significant incident occurs.

Recovery

1. ITD must develop and maintain a written Incident Recovery Plan.

a. The Incident Recovery Plan must address the following:

(1) Recovery Time Objective (RTO).

(2) Recovery Point Objective (RPO).

(3) Criteria for implementing the Disaster Recovery Plan

Compliance Measurement

The Information Security team will verify compliance to this policy through various
methods, including but not limited to business tool reports, internal and external audits,
and feedback to the IT management.

Non-Compliance

Failure to abide by this policy may result in progressive discipline in accordance with the
applicable employee collective bargain agreement or employment regulations.

Appendix A: Acronyms and Abbreviations

CIRT Cyber Incident Response Team

EDR Endpoint Detection and Response

IR Incident Response

ISAC Information Sharing and Analysis Center

IT Information Technology
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IT Department Information Technology organization within the
SDUSD

IT Management Manager of any of the teams in the Information
Technology Division

ITD Integrated Technology Division

ITSS Integrated Technology Systems Support

NCS Network and Communication Services

PII Personally Identifiable Information

SDUSD San Diego Unified School District

SIEM Security Information and Event Management

SOC Security Operations Center

Appendix B: Glossary

Asset Anything that has value to an organization, including, but not
limited to, another organization, person, computing device (e.g.,
computers, laptops, tablets, cellphones, MFA tokens), information
technology (IT) system, IT network, IT circuit, software (both an
installed instance and a physical instance), virtual computing
platform (common in cloud and virtualized computing), and
related hardware (e.g., locks, cabinets, keyboards).

Cyber Incident
Response Team

SDUSD employees and contracted Cybersecurity support
organizations that respond to Cybersecurity Incidents.

Cloud Environment An offsite virtual environment that provides convenient,
on-demand network access to a shared pool of configurable
resources such as network, computing, storage, applications,
and services. There are five essential characteristics to a cloud
environment: on-demand self-service, broad network access,
resource pooling, rapid elasticity, and measured service. Some
services offered through cloud environments include Software as
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a Service (SaaS), Platform as a Service (PaaS), and
Infrastructure as a Service (IaaS).

SDUSD Assets Assets owned by SDUSD.

Integrated
Technology
Division

Overarching division encompassing the Information Technology
Department and Research and Evaluation Department.

Network Devices Electronic devices required for communication and interaction
between devices on a computer network. Network devices
include wireless access points, firewalls, physical/virtual
gateways, routers, and switches. These devices consist of
physical hardware as well as virtual and cloud-based devices.
For the purpose of this document, network devices are a subset
of enterprise assets.

Physical
Environment

Physical hardware parts that make up a network, including
cables and routers. The hardware is required for communication
and interaction between devices on a network.

PII Information that can be used to distinguish or trace an individual's
identity either directly or indirectly through linkages with other
information.

User Students and Employees (both on-site and remote), third-party
vendors, contractors, service providers, consultants, or any other
user that operates an enterprise asset.

Virtual Environment Simulates hardware to allow a software environment to run
without the need to use a lot of actual hardware. Virtualized
environments are used to make a small number of resources act
as many with plenty of processing, memory, storage, and network
capacity. Virtualization is a fundamental technology that allows
cloud computing to work.

Appendix C: References and Resources

Policy Reference Disclaimer: These references are not intended to be part of the policy
itself, nor do they indicate the basis or authority for the board to enact this policy.
Instead, they are provided as additional resources for those interested in the subject
matter of the policy. 
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State Description
Ed. Code 49073.6 Student records; social media
Ed. Code 51006 Computer education and resources
Ed. Code 51007 Programs to strengthen technological skills
Ed. Code 60044 Prohibited instructional materials
Pen. Code 313 Harmful matter
Pen. Code 502 Computer crimes; remedies
Pen. Code 632 Eavesdropping on or recording confidential

communications
Pen. Code 653.2 Electronic communication devices; threats to safety
Federal Description
15 USC 6501-6506 Children's Online Privacy Protection Act
16 CFR 312.1-312.12 Children's Online Privacy Protection Act
20 USC 7101-7122 Student Support and Academic Enrichment Grants
20 USC 7131 Internet Safety
47 CFR 54.520 Internet safety policy and technology protection

measures; E-rate discounts
47 USC 254 Universal service discounts (E-rate)
Management Resources Description
Court Decision New Jersey v. T.L.O. (1985) 469 U.S. 325
CSBA Publication Cyberbullying:  Policy Considerations for Boards, Policy

Brief, July 2007
Federal Trade Commission
Publication

How to Protect Kids' Privacy Online:  A Guide for
Teachers, December 2000

Website CSBA District and County Office of Education Legal
Services

Website California Coalition for Children's Internet Safety
Website Center for Safe and Responsible Internet Use
Website Federal Trade Commission, Children's Online Privacy

Protection
Website American Library Association
Website Federal Communications Commission
Website California Department of Education
Website U.S. Department of Education
Website CSBA

Cross References

Number Description
3581.14 Information Security
3589.1 IOT Device
3911 Service Provider Management
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https://legalservices.csba.org/
http://www.cybersafety.ca.gov
https://www.ewa.org/organization/center-safe-and-responsible-internet-use
http://www.ftc.gov/privacy/privacyinitiatives/childrens.html
http://www.ftc.gov/privacy/privacyinitiatives/childrens.html
http://www.ala.org
http://www.fcc.gov
http://www.cde.ca.gov
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BP 3930
Business and Non-Instructional Operations

CYBER SECURITY INCIDENT MANAGEMENT POLICY

3912 Network Infrastructure Management and Monitoring
3913 Acceptable Encryption
3914 Communications and Equipment
3915 Data Recovery
3916 Wireless Communication
3917 Technology Equipment Disposal
3918 Software Installation
3919 Server Security
3920 Security Awareness
3921 Router and Switch Security
3922 Information Logging Standard
3923 End User Encryption Key Protection
3924 Emergency and Disaster Response Planning
3925 Digital Signature Acceptance
3926 Database Credentials
3927 Application Software Security
3928 Risk Assessment and Acceptance
3929 Malware Defense
3931 Internet Usage
3932 Data Management
3933 Account and Credential Management
3934 Secure Configuration of Assets and Software
3935 Asset Management
3936 Web Security
3937 Vulnerability Management
3938 Removable Media
3939 Remote Access
3940 Cyber Security Data Breach
3941 Clean Desk
3942 Audit Log Management
4040 Employee Use of Technology
6163.4 Student Use of Technology
6163.6 Acceptable Use

Policy SAN DIEGO UNIFIED SCHOOL DISTRICT
adopted: June 25, 2024 San Diego, California
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