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INTERNET USAGE POLICY
Policy Statements
Resource Usage

1. Internet services will be granted based on an employee’s job responsibilities or
student’s educational needs.

2. User Internet access requirements may be reviewed periodically by the San
Diego Unified School District IT Department to ensure that continuing needs

exist.

Allowed Usage

1. Internet usage is granted for the sole purpose of supporting San Diego Unified
School District activities necessary to carry out job functions or educational
goals.

2. Usage for performing job functions must follow the Acceptable Use Policy.

Personal Usage

1. Accessing the Internet for limited personal purposes is allowed providing the
Acceptable Use Policy is followed and subject to supervisor or, in the case of
students, teacher approval.

Monitoring
1. Users should consider all their Internet activities as monitored.
2. San Diego Unified School District is legally required to monitor data transmitted

and received in the district network. (Pub. L. 106-554)
Filtering

1. San Diego Unified School District reserves the right to block any transmissions to
and from the district network that it determines to be suspicious or improper.

2. San Diego Unified School District is legally required to filter some inappropriate
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content. (Pub. L. 106-554)

a. Internet filtering may be performed using DNS redirection, applications
installed on end-user devices, network firewall filtering, or other means.

b. Different levels of internet filtering may be experienced by different users
using different devices on different networks.

C. San Diego Unified School District cannot guarantee that a particular
website or service will work with required internet filtering, even if the
website or service does not contain inappropriate content.

Internet Safety Policy

1. San Diego Unified School District is required under CIPA (Pub. L. 106-554) to
certify that certain TPMs are in place to meet monitoring and filtering
requirements. This certification is necessary for the district to avail itself of
E-Rate discounts.

2. San Diego Unified School District is required to adopt an Internet Safety Policy
as part of the required certifications.

3. The San Diego Unified School District Internet Safety Policy includes:

a. Content filtering TPMs that prevent access by adults and minors to visual
depictions that are:

(1)  Obscene.

(2)  Child pornography.

(83)  With respect to the use of computers by minors, content harmful to
minors includes content that, taken as a whole, lacks serious
literary, artistic, political, or scientific value as to minors, and:

(@)  Appeals to a prurient interest in nudity, sex, or excretion, or

depicts, describes, or represents, in a patently offensive way
with respect to what is suitable for minors.
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(b) Depicts an actual or simulated sexual act or sexual contact,
actual or simulated normal or perverted sexual acts, or a
lewd exhibition of the genitals.

b. Monitoring the online activity of minors.

C. Educating minors about appropriate online behavior, including:
(1) Interacting with other people on social networking sites.
(2)  Cyberbullying awareness and response.

d. Content filtering TPMs blocking access to inappropriate material on the
internet.

e. Content filtering TPMs controlling and monitoring access to email, chat
rooms, and other forms of direct electronic communications.

f. TPMs preventing hacking and other unauthorized or illegal activities by
minors online.

g. TPMs preventing unauthorized disclosure of students’ PII.

4. ITD and Instructional Technology shall work together to meet the requirements of

the Internet Safety Policy by:

Providing grade-appropriate instructional materials to meet the education
requirements of the Internet Safety Policy.

Installing device-level content filtering and monitoring software on end
user devices supplied to students.

Using network firewalls to monitor web activity and perform URL filtering
for inappropriate content.

Using DNS redirection to enforce Safesearch on search engines.
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e. Monitoring student online activity for self-harm, cyberbullying, and violence
indicators.
f. Documenting the TPMs and other measures used to meet the

requirements of the Internet Safety Plan.

g. The documented TPMs and other measures shall be reviewed at least
annually.

Compliance

Compliance Measurement

The Information Security team will verify compliance to this policy through various
methods, including but not limited to, periodic walk-thrus, video monitoring, business
tool reports, internal and external audits, and feedback to the IT management.
Exceptions

Any exception to the policy must be approved by the IT management in advance.

Distribution

This policy is to be distributed to all San Diego Unified School District employees and
students.

Appendix A: Acronyms and Abbreviations

CIPA Children’s Internet Protection Act
DNS Domain Name System

IT Information Technology

ITD Integrated Technology Division
SDUSD San Diego Unified School District
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TPM

URL

Technology Protective Measure

Uniform Resource Locator

Appendix B: Glossary

Asset

Domain Name
System

E-Rate

End-user devices

Instructional
Technology

Integrated
Technology Division

IT Department
IT Management

SDUSD Assets

Anything that has value to an organization, including, but not limited to,
another organization, person, computing device (e.g., computers,
laptops, tablets, cellphones, MFA tokens), information technology (IT)
system, IT network, IT circuit, software (both an installed instance and a
physical instance), virtual computing platform (common in cloud and
virtualized computing), and related hardware (e.g., locks, cabinets,
keyboards).

Computer system that translates domain names into IP addresses.

The schools and libraries universal service support program provided
for under Section 254 of the Telecommunications Act of 1996. It
allocates funding to provide discounts to schools and other entities for
internet access, wireless networks, and other internet-related
technologies.

Information technology (IT) assets used among members of an
enterprise during work, off-hours, or any other purpose. End-user
devices include mobile and portable devices such as laptops,
smartphones, and tablets as well as desktops and workstations. For the
purpose of this document, end-user devices are a subset of SDUSD
assets.

Technology in the classroom support department.

Overarching division encompassing the Information Technology
Department and Research and Evaluation Department.

Information Technology organization within the SDUSD.

Manager of any of the teams in the Information Technology Division.

Assets owned by SDUSD.
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Technology
Protective Measure

Specific technology that blocks or filters access to specific internet
content.

User Employees (both on-site and remote), third-party vendors, contractors,

service providers, consultants, students, or any other user that operates
a SDUSD asset.

Appendix C: References and Resources

Policy Reference Disclaimer: These references are not intended to be part of the policy

itself, nor do they indicate the basis or authority for the board to enact this policy.
Instead, they are provided as additional resources for those interested in the subject

matter of the policy.

State

Ed. Code 49073.6
Ed. Code 51006
Ed. Code 51007
Ed. Code 60044
Pen. Code 313
Pen. Code 502
Pen. Code 632

Pen. Code 653.2
Federal

15 USC 6501-6506
16 CFR 312.1-312.12
20 USC 7101-7122
20 USC 7131

47 CFR 54.520

47 USC 254
Management Resources
Court Decision

CSBA Publication

Federal Trade Commission
Publication

Pub. L. 106-554

Pub. L. 104-104

Description

Student records; social media

Computer education and resources

Programs to strengthen technological skills
Prohibited instructional materials

Harmful matter

Computer crimes; remedies

Eavesdropping on or recording confidential
communications

Electronic communication devices; threats to safety
Description

Children's Online Privacy Protection Act

Children's Online Privacy Protection Act

Student Support and Academic Enrichment Grants
Internet Safety

Internet safety policy and technology protection
measures; E-rate discounts

Universal service discounts (E-rate)

Description

New Jersey v. T.L.O. (1985) 469 U.S. 325
Cyberbullying: Policy Considerations for Boards, Policy
Brief, July 2007

How to Protect Kids' Privacy Online: A Guide for
Teachers, December 2000

Childrens Internet Protection Act (CIPA)
Telecommunications Act of 1996



BP 3931
Business and Non-Instructional Operations

INTERNET USAGE POLICY

Website CSBA District and County Office of Education Legal
Services

Website California Coalition for Children's Internet Safety

Website nter for Safe and R nsible Intern

Website Federal Trade Commission, Children's Online Privacy
Protection

Website American Library Association

Website Federal Communications Commission

Website California Department of Education

Website U.S. Department of Education

Website CSBA

Cross References

Number Description

3581.14 Information Security

3589.1 IOT Device

3911 Service Provider Management

3912 Network Infrastructure Management and Monitoring
3913 Acceptable Encryption

3914 Communications and Equipment
3915 Data Recovery

3916 Wireless Communication

3917 Technology Equipment Disposal
3918 Software Installation

3919 Server Security

3920 Security Awareness

3921 Router and Switch Security

3922 Information Logging Standard

3923 End User Encryption Key Protection
3924 Emergency and Disaster Response Planning
3925 Digital Signature Acceptance

3926 Database Credentials

3927 Application Software Security

3928 Risk Assessment and Acceptance
3929 Malware Defense

3930 Cyber Security Incident Management
3932 Data Management

3933 Account and Credential Management


https://legalservices.csba.org/
https://legalservices.csba.org/
http://www.cybersafety.ca.gov
https://www.ewa.org/organization/center-safe-and-responsible-internet-use
http://www.ftc.gov/privacy/privacyinitiatives/childrens.html
http://www.ftc.gov/privacy/privacyinitiatives/childrens.html
http://www.ala.org
http://www.fcc.gov
http://www.cde.ca.gov
http://www.ed.gov
http://www.csba.org
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3934 Secure Configuration of Assets and Software

3935 Asset Management

3936 Web Security

3937 Vulnerability Management

3938 Removable Media

3939 Remote Access

3940 Cyber Security Data Breach

3941 Clean Desk

3942 Audit Log Management

4040 Employee Use of Technology

6163.4 Student Use of Technology

6163.6 Acceptable Use
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