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Policy Statements

1. Secure Application Development Process

a. A secure development process shall be established and followed, 
including code reviews, security testing, and documentation.

b. The secure development process must be updated annually, or whenever 
significant enterprise changes occur.

2. Software Vulnerability Process

a. A process for accepting and addressing identified software vulnerabilities 
shall be maintained. All reported vulnerabilities will be reviewed, and 
appropriate action will be taken.

b. A methong for external entities to report identified software vulnerabilities 
must be provided.

c. A vulnerability tracking system that includes severity ratings, and metrics 
for measuring timing for identification, analysis, and remediation of 
vulnerabilities should be used.

d. Review and update documentation annually, or when significant enterprise 
changes occur.

3. Root Cause Analysis (RCA)

a. RCA will be performed on identified security vulnerabilities to prevent 
recurrence.

4. Inventory of Third-Party Software Components

a. An inventory of all third-party software components used in applications 
shall be maintained, including their security status.

b. Inventory is to include any risks that each third-party component could 
pose.
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c. The Third-Party Software Components must be reviewed monthly.

5. Use of Trusted Third-Party Software

a. Only up-to-date and trusted third-party software shall be integrated into 
applications.

6. Severity Rating System

a. A severity rating system for application vulnerabilities will be established 
and maintained in accordance with the Risk Assessment and Acceptance 
Policy.

b. The system must include setting a minimum level of security acceptability 
for releasing code or applications.

c. Review and update the system annually.

7. Standard Hardening Templates

a. Standard hardening configuration templates should be used for all 
application infrastructures.

8. Separation of Environments

a. Production and non-production environments shall be physically or 
logically separated to prevent unauthorized data access or system 
changes.

9. Developer Training

a. All developers shall receive training in secure coding practices and 
application security concepts.

b. Training may include writing secure code for a developer’s specific 
development environment and responsibilities.
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10. Secure Design Principles

a. Applications shall be designed with secure design principles, including but 
not limited to, least privilege, data encryption, and secure data 
transmission.

b. Application user input should be validated.

c. Application infrastructure attack surface should be minimized by disabling 
unnecessary ports, services, programs, and files.

d. Default accounts should be renamed or removed..

11. Vetted Security Components

a. Standardized and vetted security modules or services should be used in 
applications.

b. Application modules should report logs to the operating system. 

12. Code-Level Security Checks

a. Static or dynamic analysis tools should be used during application 
development to verify that secure coding practices are being followed.

13. Application Penetration Testing

a. Penetration tests should be conducted regularly on both new and existing 
applications to identify security weaknesses.

14. Threat Modeling

a. Threat modeling should be conducted during the design phase to identify 
potential security risks.

Compliance

Users must comply with all applicable laws, regulations, and District policies.
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Compliance Measurement

The Information Security team will verify compliance to this policy through various 
methods, including but not limited to business tool reports, internal and external audits, 

Distribution

This policy is to be distributed to all SDUSD employees.

Appendix A: Acronyms and Abbreviations

IT Information Technology

SDUSD San Diego Unified School District

RCA Root Cause Analysis

Appendix B: Glossary

IT Department Information Technology organization within the SDUSD

IT Management Manager of any of the teams in the Information Technology 
Division

Appendix C: References and Resources

Policy Reference Disclaimer: These references are not intended to be part of the policy 
itself, nor do they indicate the basis or authority for the board to enact this policy. 
Instead, they are provided as additional resources for those interested in the subject 
matter of the policy. 

State Description
Ed. Code 49073.6 Student records; social media
Ed. Code 51006 Computer education and resources
Ed. Code 51007 Programs to strengthen technological skills
Ed. Code 60044 Prohibited instructional materials
Pen. Code 313 Harmful matter
Pen. Code 502 Computer crimes; remedies
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Pen. Code 632 Eavesdropping on or recording confidential 
communications

Pen. Code 653.2 Electronic communication devices; threats to safety
Federal Description
15 USC 6501-6506 Children's Online Privacy Protection Act
16 CFR 312.1-312.12 Children's Online Privacy Protection Act
20 USC 7101-7122 Student Support and Academic Enrichment Grants
20 USC 7131 Internet Safety
47 CFR 54.520 Internet safety policy and technology protection 

measures; E-rate discounts
47 USC 254 Universal service discounts (E-rate)
Pub L. 117 § 2242 (A) Cyber Incident Reporting for Critical Infrastructure Act of 

2022 (CIRCIA)
California Civil Code § 
1798.29 (d)

Accounting of PII disclosures

Management Resources Description
Court Decision New Jersey v. T.L.O. (1985) 469 U.S. 325
CSBA Publication Cyberbullying:  Policy Considerations for Boards, Policy 

Brief, July 2007
Federal Trade Commission 
Publication

How to Protect Kids' Privacy Online:  A Guide for 
Teachers, December 2000

Website CSBA District and County Office of Education Legal 
Services

Website California Coalition for Children's Internet Safety
Website Center for Safe and Responsible Internet Use
Website Federal Trade Commission, Children's Online Privacy 

Protection
Website American Library Association
Website Federal Communications Commission
Website California Department of Education
Website U.S. Department of Education
Website CSBA

Cross References
​​
Number     Description
3581.14     Information Security
3589.1        IOT Device
3911           Service Provider Management
3912           Network Infrastructure Management and Monitoring
3913 Acceptable Encryption 
3914           Communications and Equipment

5

https://legalservices.csba.org/
https://legalservices.csba.org/
http://www.cybersafety.ca.gov
https://www.ewa.org/organization/center-safe-and-responsible-internet-use
http://www.ftc.gov/privacy/privacyinitiatives/childrens.html
http://www.ftc.gov/privacy/privacyinitiatives/childrens.html
http://www.ala.org
http://www.fcc.gov
http://www.cde.ca.gov
http://www.ed.gov
http://www.csba.org
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3915           Data Recovery
3916           Wireless Communication
3917           Technology Equipment Disposal
3918           Software Installation
3919           Server Security
3920           Security Awareness
3921           Router and Switch Security
3922           Information Logging Standard
3923           End User Encryption Key Protection
3924           Emergency and Disaster Response Planning
3925           Digital Signature Acceptance
3926           Database Credentials
3928           Risk Assessment and Acceptance
3929           Malware Defense
3930           Cyber Security Incident Management
3931           Internet Usage
3932           Data Management
3933           Account and Credential Management
3934           Secure Configuration of Assets and Software
3935           Asset Management
3936           Web Security
3937           Vulnerability Management
3938           Removable Media
3939           Remote Access
3940           Cyber Security Data Breach
3941           Clean Desk
3942           Audit Log Management
4040           Employee Use of Technology
6163.4        Student Use of Technology
6163.6        Acceptable Use
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